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Abstract

Inadequategequirementspecificatiorremaingo beone
of the predominantausesf softwae developmenproject
failure today Thisis mainlydueto thelack of suitablepro-
cessegemniquesandautomatedool supportavailablefor
specifyingandanalysingsystenrequirementsin this paper
we suggesta way to improve the approacd to requirements
specificationthat is the mostpopular at the moment use
casemodelling Despitetheir popularity, usecasemodels
are not adequatefor creating compehensiveand precise
requirementsspecifications.\WWe amendthe traditional use
casemetamodekud that more structured modelswith a
precisemeaningcan be built. Further, we defineseveral
analysisschemedor thesestructued usecasemodelsthat
assistin discoveringinconsistencieandothererrorsin the
models. Theseanalysisschemesare automatedin a tool
that we developedcalled the Structued Use caseModel
Analyser(SUM Analyser). The SUM Analyserprovidesan
accessiblenterfacethat allows the userto constructuse
casemodelsconfigue andexecuteseveral analysisoptions
and view the producedresults. Theexisting NuSMVmodel
cheder is usedto performthe actual verificationtasksfor
the analysis. To facilitate this, the SUM Analysertrans-
formsusecasemodelsto NuSMVprogramsand alsointer-
pretsthe producedresultssothatthey canbeundestoodby
theuser

1. Intr oduction

Inadequateequirementspecificatiorremainsto beone
of the predominantause®f softwaredevelopmentproject
failure today This is mainly due to the lack of suitable
processedechniquesandautomatedool supportavailable
for specifyingandanalysingsystemrequirementsWe thus
setout in our researchto enhanceaequirementspecifica-
tion methodologyby improving one of the most popular
approacheatthemoment- usecasemodelling[6, 7].
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Theusecaseapproachs well-suitedfor specifyingfunc-
tionalrequirementsor softwaresystemsDespitetheir pop-
ularity, usecasemodelslack structureandexactsemantics,
which makesrigorousanalysisof suchmodelsimpossible.
We amendthe traditional use casemetamodelsuch that
more structued use casemodelswith a precisemeaning
canbe built. Further we define several analysisschemes
for thesestructureduse casemodelsthat assistin discov-
ering inconsistenciesand other errorsin modelsearly in
the developmentcycle. Theseanalysisschemesare auto-
matedin atool thatwe developedcalledthe StructuedUse
caseModel Analyser(SUM Analyser) The SUM Anal-
yser provides an accessibldnterface that allows the user
to constructusecasemodels,configureandexecuteseveral
analysisoptionsandview the producedresults. The exist-
ing NuSMV modelchecler [8] is usedto performthe ac-
tual verificationtasksfor the analysis.To facilitatethis, the
SUM Analysertransformaisecasemodelsto NuSMV pro-
gramsandalsointerpretsthe producedresultsso thatthey
canbeunderstoody theuser

In orderto validateour proposedequirementspecifica-
tion andanalysisapproachwe performeda casestudyof a
CashManagementSysten{CMS)developedfor aninterna-
tional businesgyroup. We successfullyusedthe proposed
notationto model the CMS requirementsand performed
various analyseson the modelswith the SUM Analyser
Numerouserrorswere identified and remediedduring this
processindthe generalstateof the requirementspecifica-
tion for the systemwasconsiderablymproved.

Themaincontrikution of ourwork is allowing thedevel-
operto performrigorousanalyse®f usecasemodels with-
out the needto understandhe compleities underlyingthe
modelformalisationandanalysis.While usingsomeexist-
ing techniquesndtools,ourapproachs novel from anum-
ber of perspecties. Firstly, we proposeoriginal amend-
mentsto thetraditionalusecasemodels suchthatthey rep-
resenthigh-level behaioural systemmodels(Section4).
Secondly we successfullyextend the use of the powerful
model checkingtechniqueso a domainwhereit hasnot



beenappliedbefore- requirementsanalysis. Thirdly, we
definegenericanalysispropertiesfor usecasemodelsthat
canbe checled by the developerwith a “push of a button”
(Section6.1). Lastly, we employ specificationpatternsin
constructiorof analysispropertiesor usecasemodelsand
thus examineanotherway of reducingthe obstacledaced
by the developer when using formal analysistechniques
(Section6.2).

The objective of this paperis to introducethe proposed
structureduse casemodelling and analysistechniqueand
demonstratéts advantages. The next sectionprovidesan
overview of the proposedsolution. Section3 gives back-
groundto the CMS casestudy Section4 explains the
amendedisecasemodellingnotation,usingexamplesrom
the casestudy to illustrate the various concepts. In Sec-
tion 5 we shav how a structuredusecasemodelis mapped
totheNuSMYV inputlanguagédor analysiswith theNuSMV
modelchecler. Thedifferentanalysisoptionsofferedin the
SUM Analyserarediscussedn Section6. Finally, the last
three sectionsrespectiely describeevaluationof the case
study relatedwork, conclusionsandsuggestionsor future
work.

2. Solution Overview

Theenhancedechniquehatwe proposaisesseveralex-
isting approachess building blocksto form animproved
solution,asdepictedn Figurel. Thenotationthatwe adopt
is basedn usecasemodelling[6, 7, 2], shovn in block (3)
in thediagram.Theusecaseapproactio modellingrequire-
mentswas first presentedby Ivar Jacobsor{16], but it is
now consideredo be a part of the Unified Modeling Lan-
guage (UML) [7, 2]. Requirementsnodelsin the usecase
notationareinformalandconsistof diagramsupplemented
by text. Thetextual descriptionsupplementingisecasedi-
agramsareusuallywrittenin naturallanguageandcomprise
detailssuchasusecaseflows, priority, trigger events,pre-
conditionsandpost-conditionsUsecaseflows describehe
possiblescenario®f interactionbetweerthe systemandits
ervironmentduring the usecasedelivery. Typically, a use
casehasone main flow anda numberof alternatve flows.
In traditional use casemodelling, the developeris free to
decidewhat informationto add or omit from the supple-
mentaryusecasedescriptions.

We extend use casemodelswith structuredsyntaxand
precisesemanticasshavn in block (2), to make themsuit-
ablefor rigorousautomatednalysis.We call theamended
use casemodelling notation “structured” use cases,as it
supportsthe creationof usecasemodelscomprisingwell-
definedpartsexpressedn structuredext insteadof natural
language.

Rigorousanalysisof structuredisecasess enabledwith
modelcheking[9, 19]in oursolution,asillustratedin block
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Figure 1. Enhanced Use Case Modelling and
Analysis Approach

(6) in Figure 1. Model checkingis the procesf algorith-

mically determiningwhethera behaioural modelsatisfies
certainspecificatiorpropertieswhichareusuallyexpressed
in someform of temporallogic. Our amendmentf theuse
casenotationfacilitatescreationof high-level behaioural

modelsthat capturethe desiredfunctionality of a system,
andthesearethenanalysedvith modelchecking.

In ourresearchve utilisedtheNuSMV modelchecleras
the analysisenginefor our requirementsnodels. NuSMV
is a state-of-the-artsymbolic model checler, which is
basedon binary decisiondiagrams. It verifiesfinite state-
transitionmodelsexpressedn a prescribedNuSMV input
language.In orderto make useof this tool, we defineda
mappingfrom our structureduse casemodelsto NuSMV
programs.

Specificatiorpropertiefor NuSMV analysiscanbe ex-
pressedn ComputationallreeLogic (CTL)[10]. Our solu-
tion shelterghe developerfrom the complexities of tempo-
ral logic in two ways. First, we definea numberof generic
analysispropertiesshavn in block (5) in Figure1 thatcan
beusedto analyseary structuredusecasemodel,which al-
lows the developerto checkmodelswithout providing ary
extrainput. Secondwe make useof propertyspecification
patterns[11, 12] thatallow oneto construcisimpleanalysis
propertiesin termsof behaioural patternsand modelele-
ments.Specificatiorpatternsappeain block (4) in Figurel
aspartof theproposedanalysisechnique.

Theconstructionmanipulatiorandanalysisof thestruc-
turedusecasemodelsis automatedy the SUM Analyser
tool, which is representedby block (1) in Figurel. The
SUM Analysertranslatesuse casemodelsto the NuSMV
input languagefor analysisand also interpretsthe results
producedby the modelcheclerin termsof the original use
casemodels.



3. CaseStudy Background

Thecasestudyof the CashManagemenBystermor CMS
wasmadepossiblethroughcooperatiorwith anestablished
SouthAfrican IT compan, which we referto as SoftCoin
this paper SoftCowerecontractedo developthe CMS for
aninternationalbusinessgroupandat the time of the case
studya partof this projectwasstill in progress.The main
goal of the CMS is to supportmanagementf receipts,as
well ascoordinatethe flow of informationbetweenvarious
other computersystemsemployed by the client compary.
Examinationof theacquiredrequirementsnodelsanddoc-
umentsfor the CMS revealedthatthey wereto a large ex-
tentambiguousinconsistenandincomplete.Our goalwas
to shaw thatthe proposedstructuredusecasenotationand
analysisschemefferedin the SUM Analysercould im-
prove the quality of this requirementspecification.

The requirementsspecificationfor the CMS obtained
from SoftCocomprisedusecasediagramssupplementetly
informal textual descriptiondor eachusecase.Textual use
casedescriptionscontainednformation aboutactorsasso-
ciatedwith usecasestheir main and alternative flows, as
well astheir pre-andpost-conditions We useda subsebf
the CMS requirementspecificationfor the purposeof the
casestudythat consistedf 35 usecaseswhich described
the administation and manualhandling of receiptsin the
system.

Figure2 shows an extractfrom oneof the usecasedia-
gramsfor the CMS. The usecaseslepictedn this diagram
areusedthroughouthe remainderof the paperfor illustra-
tive purposes.
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Figure 2. CMS Use Case Diagram

Thediagramin Figure2 depictsfive actors.The Admin-
istrator actoris responsiblgor managinguserswithin the
system by addinganddeletingvalid users.Enquiry Clerk,
Captue Clerk and Supervisorrepresenthe main usersof

the system.Any of thesethreeclerk actorsneeddo Log In
beforegaining accesdo the systems receipthandlingser
vices, suchasthe saving and printing of receipts. These
actorsarerelatedwith anactorhierarcly relationshipcap-
turing their differentaccessights. For instancea Captue
Clerk cansave receiptsbut doesnot have theright to delete
them. Only the Supervisothasthe accessight to void re-
ceipts. The includerelationshipbetweerthe Print Receipt
andPostReceiptusecasesndicateghatwheneerareceipt
is printed,it is postedto theaccountingandoperationsys-
tems.Onceareceiptis postedjt cannotbedeletedrom the
CMS. A receiptthatis sared but not postedcanbe deleted,
howeverondeletionit is only flaggedasdeletedhusretain-
ing theinformationnecessaryor auditingpurposes After
anauditis performedandtheinformationaboutthe deleted
receiptsis not requiredarymore,the Audit Control System
indicatesto the CMS thatthe deletedflagscanbecleared.

4. Structur ed UseCaseModels

In this sectionwe presenthe metamodefor structured
usecasemodelsandillustrate the creationof a structured
use casemodel with the running examplefrom the CMS
casestudy Insteadof presentingherulesfor thestructured
textual syntaxusedto capturevariousmodelelementswe
demonstratéhe syntaxusingconcretesxamples.

Before introducingthe metamodelwe first presentthe
generalview on modellingsystembehaiour requirements
thatis assumedh ourapproachln agreementvith thestan-
dardusecasemodelling,the systemunderconsiderations
treatedas a “black box”. The diagramin Figure 3 illus-
tratesthe perspecitie on actorsysteminteractiontaken by
thestructuredusecaseapproach.
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Figure 3. Interaction Between Actor and Sys-
tem in Proposed Approach

Theactorcancall uponthesystems servicesuy activat-
ing usecases.The systemitself is describedby the system
state which is dynamicandchangesn time asa resultof
use caseactivations. Predicategeferredto as conditions
in the structuredusecaseapproachareusedto collectively



representhe stateof the systemwhereatary time thesys-
tem canbe queriedfor the value of ary one of thesecon-
ditions. For example,oneof the conditionsdescribingthe
stateof the CMS systemintroducedcould specifywhether
aparticularreceiptis savedwithin the system.

As shawvn in Figure 3, eachusecases associateavith a
numberof flows andeachflow haspre-andpost-conditions.
The diagramshavs what happensduring a use caseacti-
vation with six numberedsteps. After a usecaseis acti-
vatedby an actor (1), the pre-conditionsof its main flow
are queriedagainstthe currentsystemstate(2). Suppose
thattheseore-conditionglonothold (3), thenthealternatve
flow of the usecaseis consideredPre-condition®f theal-
ternative flow arequeried(3) andthistime they aresatisfied
in the stateof the system(4). Sincethe pre-conditionsare
satisfiedthe post-condition®f thatflow areusedto change
the systemstate(5). When pre-conditionsfor one of the
flows hold, the usecaseactvationis saidto be successful

As explainedabore, usecasemodelsbecomemore dy-
namicin the proposedapproachthanin the standarduse
casemodellingapproachThis new view of systenrequire-
mentsmodellingallows usto incorporateverificationwith
model checkingthat exploresall the possibleinteractions
betweerthe actorsandthe systemfor a particularmodel.

We took thefundamentatonceptdrom thestandardise
caseapproactandappendedhemwith additionalelements
to facilitate constructionof models suitablefor rigorous
analysis. Note that use casemodelswere one of the few
partsof UML thatwerenot affectedby majorchangeslur-
ing the shift from UML 1.x to UML 2.0. Therefore,our
proposedapproachcanbe seenas an enhancementf use
casanodellingasit is definedin UML 1.xor UML 2.0.The
diagramin Figure4 shavs themetamodefor structuredise
casemodels.

ModelElement

name : String
VariableType InitialCondition
values : List
pe .
i T parameters condition
i C
attribute; - -
02 value : String isTrue : Boolean
parameters’ 0..* pre-conditions’| 0..*  0..* ‘|'post-conditions
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Figure 4. Structured Use Case Metamodel

The aggreation relationshipsin Figure 4 showv that a
structuredusecasemodelcomprisedour differenttypesof
elements:actors,usecasesgconditionsandvariabletypes.
For eachof thesemodelling elementghe metamodebpre-

scribesa numberof propertiesthat captureinformationre-
latedto thatelement.

A structureduse casemodel consistsof a usecasedi-
agramshawing the graphicalrepresentatiof actors,use
casesandtheir associations.For eachactorand usecase
in the diagram,textual propertiesare additionally defined.
Conditionsand variable typesdo not have graphicalrep-
resentationstheseelementsare completelytextual. Each
elementappearingn the metamodekhowvn in Figure4 is
explainednext.

Two propertiesaredefinedfor the Actor elementin the
metamodel:a nameanda list of attrib utes Attributesde-
scribeanactors particularsthatthe systemneedso access
in orderto deliver servicegepresentethy usecasego that
actor For example,anEnquiryClerk hasanattribute called
Usernamethat he needsto provide to the CMS systemin
orderto log in. Eachactorattribute is regardedasa Vari-
able, and eachvariable hasan associatedype as shavn
in the metamodel. EachVariableType is associatedvith
a finite numberof symbolic values which are essentially
string literals that can only be comparedfor equivalence.
Two symbolicvariablesare equalif their valuesare setto
identicalstringliterals.

Conditions are usedto describethe global stateof the
systemand to declareuse casepre- and post-conditions.
Threepropertiesaredefinedfor a condition: a name,a pa-
rameter list anda truth-value (isTrue). InitialConditions
areusedto describethe systemstatebeforeary interaction
betweeractorsandthe systemoccurs.

A UseCasehasfive properties: a name,its associated
actors,a parameter list, pre-conditionandpost-conditions
lists. Use caseparameterslescribeinformationthatis re-
quiredby the systemto provide the correspondingervice.
Whena usecaseis activated,a literal valuefor eachof its
parameterss passedo the system.

Fromthe metamodein Figure4 it canbe seenthatre-
lationshipsamongusecasesuchasextendandinclude or
actorgeneralisatiomelationshipsare not supported.In its
currentstateour techniques built aroundthe fundamental
featuresof usecasemodelsonly, asour goalwasto testthe
approacHirst beforeincorporatingthe additionalusecase
modellingfeatures.However, we proposea potentiallyex-
tensiblesolutionfor expressingusecaserelationshipsand
actor hierarchiesin structureduse casemodelsgiven the
currentmetamodel.This solutionwasappliedto the CMS
casestudy wherethe provided usecasemodelhadto be
“flattened”beforeanalysinghemin the SUM Analyser

4.1 Flattening of UseCaseModels

In our running CMS example, the use casediagramin
Figure 2 is flattenedto producethe diagramin Figure 5.
We next describehow to achieve flatteningof a usecase



modelby eliminatingeachof thefour possiblerelationships
betweeractorsandusecases.

Open Receipt
Save Receipt

Clerk Print and Post Receipt
Delete Receipt
Void Receipt
Clear Deleted Flags

E f Add User %i
Administrator
Audit Control System
Delete User

Figure 5. Flattened CMS Use Case Diagram
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Usecasegeneralisation: In sucharelationshipthegen-
eralusecases abstraciwhile the concretebehaiour of the
systemis capturedby the usecasespecialisingit. For in-
stanceconsiderthe generalusecaseManage uses andthe
two usecasesspecialisingt in Figure2. This relationship
addsstructureto the usecasediagram,but the modelwith-
outit still representshe samebehaiour. Whencreatinga
flattenedusecasemodelfrom a standardusecasediagram,
only specialisedisecasesareincluded.

Usecaseinclude: Includedusecasesareeliminatedin
flattenedmodelsand henceone cannotshav sharedbe-
haviour betweenusecases.In the CMS example,the Post
Receiptusecases removedfrom the usecasemodelwhile
the Print Receiptremainsandis renamedo Print and Post
Receipt

Use caseextend: Whentwo usecasesarejoined with
the extendrelationship,they are both includedin the flat-
tenedmodel. The semanticsof the relationshipare pre-
senedthroughdeclaringpre-andpost-conditionon these
usecaseghat statethatthe extendingusecasecanonly be
activatedafterthe extendedone. For example,in the CMS
systemthe oid Receiptusecaseextendsthe OpenReceipt
usecase. For the flattenedmodel, we remove the extends
relationshipand ensurethat a post-conditionof the main
flow throughthe OpenReceiptusecasestateshatareceipt
hasbeenopenedand malke this alsothe pre-conditionfor
the \Woid Receiptusecaseflows. It is alsopossiblethatthe
extensionpoint for the extend relationshipappearssome-
wherein the middle of a usecaseratherthenattheend. In
this case the extendedusecasehasto be split into two use
casedn the flattenedmodelandthenonceagain pre- and
post-conditionganbe usedto capturethe semanticof the
relationship.

Actor generalisation: When actor generalisationis
usedin a usecasemodel,only the generalactoris carried
through into the flattened model. A condition is then
definedin themodelthathastheidentifying actorattributes
as parametersand can be usedto distinguishwhich of
the specialisedactorsa particular generalactor instance
represents. Each of the use casesconnectedwith the
specialisedactors get associatedwith the generalactor
but a pre-conditionthat checksthe identity of the actoris
addedto eachof theseusecases.For our CMS example,
we retainthe EnquiryClerk actorandgive it amoregeneral
name,Clerk The Captue Clerk andSupervisoractorsare
removed from the model and all the use casespreviously
associatedvith them get associatedvith the Clerk actor
This can be seenin the flattened use case diagramin
Figure5. We add pre-conditionsto theseuse casesthat
checktherole of the actoron usecaseactivationto ensure
thataccessontrolis presered.

4.2 Example and Detailed Description

We next discussa few examplesof model element
definitionsextractedfrom the CMS use casemodelscon-
structedn the SUM Analyser Below arethedefinitionsfor
DeleteUserandVoid Receiptusecasesandthe Clerk actor
all shavn in Figure 5. Additionally, oneinitial condition
and some further elementsfrom the structureduse case
modelare alsoshavn below. Textual descriptiongsor the
completestructuredusecasemodelarenotincludeddueto
spaceestrictions.

USECASE 1

name: DeleteUser

actors: Administator

parameters: Usernameof typeUserLogin
pre-conditions: User Exists(#uc Username)s true
post-conditions: User Exists(#uc Usernamejs false

USE CASE 2

name: \oid Receipt

actors: Clerk

parameters: Receipiof typeReceiptNumber

pre-conditions: Logged In (#selfUsernamejs true, User Of Role (#self
Username#Supervisor)s true, ReceiptOpened#ucReceipt)s true, Re-
ceiptPosted(#ucReceipt)s true

post-conditions: ReceiptRerersed(#ucReceipt)s true

VARIABLE TYPE 1
name: UserLogin
values: jbloggs, mjane agatonye

VARIABLE TYPE 2
name: RoleDescription
values: Captue Clerk, Enquiry Clerk, Supervisor

ACTOR 1
name: Clerk



attrib utes: Usernameof typeUserLogin

CONDITION 1
name: UserExists
parameters: Usernameof typeUserLogin

CONDITION 2
name: UserOf Role
parameters: Usernameof typeUserLogin, Roleof typeRoleDescription

INITIAL CONDITION 1
name: Supervisorl
condition: UserOf Role(#jbloggs,#Supervisor)

The definition of the Delete User use case (USE
CASE1) is quite straightforvard. The definitionindicates
thatthe Administator is theonly actorthatcanactivatethis
use caseand that the Usernameof the userto be deleted
needgo be providedto the systemasa usecaseparameter
Note that eachuse caseparametehasan associatedari-
abletype, whereeachvariabletype definesa finite setof
symbolicvalues.In this case Usernamas of type UserLo-
gin (VARIABLE TYPE 1) andhencecantake onary of the
threevalid symbolicvalues:jbloggs mjaneandagatonye
The pre-conditionfor this usecasestateghatan activation
is successfuif the userwith the provided Usernamesxists
atthetime of activation. As indicatedby thepost-condition,
on successfublctivation the stateof the systemchangego
reflectthatthisusemolongerexists. Notethateachusecase
pre-andpost-conditiorcorrespond$o a conditiondeclara-
tion within the model,wherethe numberandtype of condi-
tion parameteraredefined.In thisexample theUserExists
conditionis declaredn the CONDITION 1 definition. This
definitionindicatesthatthe conditionhasone parametenof
variabletype User Login. The #uc prefix in User Exists
(#ucUsernamejs true indicatesthat at the time of activa-
tion, the value of the usecaseparametetJsernameshould
be usedfor the evaluationof this pre-condition.

The definition of the \oid Receipt use case (USE
CASE 2) statesthat for a successfulctivation the Clerk
mustbe loggedin, the Clerk musthave Supervisoraccess
rights, andthe receiptunderconsideratiormustbe opened
andposted.If thesepre-conditionsaresatisfiedat the time
of the use caseactivation, then the receiptis reversedin
the accountingand operationssystem. The #self prefix in
Logged In (#selfUsernamejs true indicatesthatthe User
nameattribute of the Clerk actormustbe usedto evaluate
this pre-condition. Two more optionsfor pre- and post-
condition parameterdesidestuc and #self are available.
Oneis illustratedin User Of Role (#self Username #Su-
pervisor)is true, wherea literal value Supervisorfrom the
RoleDescriptiontype (VARIABLE TYPE 2) is used.This
pre-conditionchecksthat the Clerk's Usernameis associ-
atedwith the Supervisorole. Thelastoption#forall allows
to checkthata conditionholdsfor all valuesof a particular

variabletype. For instance,we cancheckthat nobodyis
loggedin with Logged In (#forall UserLogin) is false

Both usecasesn the abore examplehave only oneflow
andthusonesetof pre-andpost-conditions.If ausecase
hasalternatve flows, a pre-andpost-conditiorsetfor each
flow is includedin the usecasedefinition. All the pre-and
post-conditiongn the samesetare implicitly joined with
anAND logical operatoywhile pre-andpost-conditiorsets
areimplicitly joinedwith anOR.

The initial condition definition in the abore example
(INITIAL CONDITION 1) stateghatthe Clerk with User
namejbloggsis assigned Supervisorolein theinitial state
of thesystem.

A structuredusecasemodelcreatedin the SUM Anal-
yseris translatednto the NuSMV input languageandthen
all the possiblebehaiours are checled with the NuSMV
modelchecler. With thisin mind, the conceptof condition
parameterss comparableo formal andactual parameters
of methoddn programmindanguagesik e Java. In astruc-
turedusecasemodel,aconditiondeclaration(suchasCON-
DITION 1) definedormal parameteror thatconditionand
their variabletypes. Whenthat conditionis usedasa pre-
or post-conditionfor a use case(suchas USE CASE 1),
the userassignsachof the formal parameterso anactual
parametemrs describedbefore. During the verification of
the systemmodel, all the possibleusecaseactivationsare
simulated.Whena usecaseactivationis simulated the at-
tributesof the associate@ctorandusecaseparametersire
assignediteral values.Thesevaluesarethenpropagtedto
fill the pre-andpost-conditionparameter®f the usecase.
Oncethe pre-andpost-conditiondave all their parameters
assignedpre-conditioncanbe queriedagainstthe current
systemstateand post-conditionsusedto alterit. In con-
trastwith a conditiondefinition, we saythata conditionin-
stancehasits parameterassignedo literal values. User
Exists(jbloggs) is an exampleof a conditioninstance. A
usecasewith valuesassignedo its parameterandthe at-
tributesof its associate@ctoris calleda usecaseinstance
A usecaseinstancecorrespondgo a usecaseactvation,
suchas Administator.DeleteUser (jbloggs) The mapping
from a structuredusecasemodelto the NuSMV input lan-
guageis describecdhext.

5. Generating NuSMV Programs from Use
CaseModels

This sectiondescribeghe mappingof a structureduse
casemodel to the internal representatiorof a systemin
a model checler. We demonstratdhow a programin the
NuSMYV input languagds generatedrom a structureduse
casemodel.

In all model checlers, systemsare viewed as Kripke
structues[18]. A Kripke structureis essentiallya nonde-



terministicfinite statemachinewherethestatesarelabelled
with propositionsthat hold in that state. A propositionis
simply a statementhatcaneitherbetrueor false.For veri-
ficationwith NuSMV, a structuredusecasemodelis usedto
generatea NUSMV programthat describesa Kripke struc-
ture. For this, a structureduse casemodelis regardedas
a finite statemachine wherevaluesof conditioninstances
definethe systemstateand statetransitionsare definedby
activation of usecaseinstances.Initial conditionsdefined
in a structuredusecasemodelareusedto definetheinitial
stateof a Kripke structure.

Figure6 shows a subsef statesandtransitionsfrom a
Kripke structurerepresentinghe CMS structuredusecase
modelduring verification.
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Figure 6. Example of a Kripke Structure

During verification by model checkingwith NuSMV,
all possiblepathsthrougha Kripke structuredefinedby a
NuSMV programareexplored. In the diagramin Figure6,
several execution pathsconsistingof use caseactivations
are representedll startingin the initial state marked in
grey. For example,onetraceis: Administator ().AddUser
(#mjane) Clerk (#mjane).Lg In (), Clerk (#mjane).Save
Receipt#7654AB) In thistrace a usermjaneis first added
to thesystenmby theadministratormjanelogsin andsavesa
new receipt.At eachstepin theexecutionpath,thechanges
to the systemstate can be obsered. Another execution
traceis Administator ().AddUser (#mjane) Administator
().DeleteUser (#mjane) Thistraceshavsthatit is possible
to arrive backattheinitial stateof thesystem.

TheSUM Analyserallows theuserto createa structured
usecasemodelwith the aid of a graphicaleditor Thein-
ternalrepresentationf usecasemodelsin the SUM Anal-
yseris basedon the metamodepresentedn Section4. At
runtime,the SUM Analyserprocessea structuredisecase
modelasa collectionof objectsin memoryandtheseob-
jects are serialisedwhen persistencds required. During
the generatiorof the NuSMV input program,the usecase

modelis in memoryandasits elementsaretraversedJines

of NuSMV codeare generatedaccordingly This straight-
forward methodof creatingNuSMV programsvasdeemed
sufficient for our purpose However, if weintendedo anal-

yse the mappingbetweenstructureduse casemodelsand

Kripke structurespecifiedn NuSMV programdurther, we

would needo definethemappingasamodeltransformation
or adoptanothemoreformal approach.

In NuSMV, the systemstateis capturedusingstatevari-
ablesandthe systemstateis changedby reassignmentf
the statevariableswith the next statement. NuSMV pro-
gramsarestructurednto reusablemoduledor corvenience
purposesFor a completeexplanationof the NUSMV input
languageywe referthe readerto [8] andthe documentation
for theNuSMV modelchecler. In ourmappingto NuSMV,
we represeneachconditioninstancen ausecasemodelas
a statevariable. Theseconditionvariablesareinitialisedin
accordanceo theinitial conditionsin the model. For each
usecasenstanceaNuSMV moduleis definednsidewhich
theconditionvariablesarereassignedaluesasindicatedby
the pre-andpost-condition®f the usecase.The following
extractfrom a NuSMV programshaws the modulesgener
atedfor instancesf the DeleteUser and\Void Receiptuse
casedliscussedh the previoussection.

1 MODULE Del et eUser $0$( User Exi st s$03)
2 VAR

3 return : bool ean;

4 ASSIGN

5 init(return) := 0;

6 next (return) :=

7 case

8 (User Exi sts$0$ : 1;
9 1: 0;

10  esac;

11 next (User Exi st s$0$) : =
12 case

13 (User Exi sts$0%) : O;
14 1 : UserExists$0$;
15  esac;

16 FAI RNESS runni ng;

17

18 MODULE Voi dRecei pt $0$0$( Loggedl n$0$, User Of Rol e$0$23,
19 Recei pt Opened$0$, Recei pt Post ed$0$, Recei pt Rever sed$0$)

20 VAR

21 return : bool ean;

22 ASSI GN

23 init(return) := 0;

24 next (return) :=

25 case

26 (Loggedl n$0$ & User O Rol e$0$1$ & Recei pt OQpened$0$
27 & Recei pt Post ed$0$ : 1;

28 1: 0;

29  esac;

30 next (Recei pt Rever sed$0$) : =

31 case

32 (Loggedl n$0$ & User OFf Rol e$0$2$ & Recei pt Opened$0$
33 & Recei pt Post ed$0$ : 1;

34 1 : Recei pt Rever sed$0$;

35 esac;

36 FAI RNESS runni ng;

A speciakchemés usedto generateompactandunique
namesfor condition variablesand use caseinstancemod-
ulesin a NuSMV program. During the namegeneration
processspacesaretaken out from usecaseand condition



namesandtheir parametewraluesarereplacedy numbers.
For example, the Del et eUser $0$ use casemoduleis

usedto representhe Administator.Delete User (jbloggs)

usecaseinstance.

Insidea usecaseinstancemodule,the pre-conditionsof
the usecaseinstancearechecled. This is doneby consid-
ering the valuesof the correspondingcondition variables.
Passingheappropriateconditionvariablesto eachusecase
instanceanoduleasparameterprovidesthemodulesaccess
to the valuesof thesevariables. Additionally, condition
variablesfor the post-condition®f a usecaseinstancealso
needto bepassedo its moduleasthey getre-assignethere
(lines11-15,30-35). In the exampleabove, the passingof
parametersnto the usecasemodulesis shavn in lines 1,
18-19.

As canbeseenin lines 3 and21 above, a booleanvari-
able calledr et ur n is declaredinside eachuse casein-
stancemodule. This variableis usedto determinewhether
a usecaseactiation representedby the usecaseinstance
moduleis successfubr not. This variableis first initialised
to 0 (lines 5, 23) andif the pre-conditionsof the usecase
aremetthenits valueis re-assignedb 1 (lines6-10,24-29).

Thereis also one main modulein every NuSMV pro-
gram, wherewe placeconditionvariabledeclarationsand
initialisations. Eachuse caseinstancemoduleis instanti-
atedasa processin the main module. A processnstance
correspondingo a moduleis namedwith acti vat ed_
prefixed to the name of the module. For example, the
processinstance for the module Del et eUser $0$ is
namedact i vat ed_Del et eUser $0$. Usingprocesses
in NuSMV andincluding the FAIRNESSclausein the use
casemoduleqlines16, 36), ensureshatduringverification
thesemodulesare instantiatednondeterministically Each
instantiatiorrepresenta usecaseinstanceactivation. Non-
deterministicchoicebetweeractivationsallows usto check
all the possiblewaysin which the systemcanbe used.

Finally, the NuSMV programneedslogic specification
propertiesto performverification. CTL specificationdor
verificationareincludedin the main moduleof a NuSMV
program.More detailson how thesespecificationaregen-
erateds givenin thefollowing section.

6. Analysis of Models with the SUM Analyser

The SUM Analysersupportstwo modesof analysisor
verification: genericand model-specific. An overview of
how verificationis performedwith the SUM Analysertool
andNuSMV is givenin Figure7. Themappinggrom struc-
turedusecasemodelsto NuSMV describedn the previous
sectionareusedto translatehe modelscreatedn the SUM
Analyserto NuSMV programs.Genericverificationcanbe
appliedto ary usecasemodelandthe CTL propertiesfor
this verification mode are embeddednto the SUM Anal-

yser (seeAppendix). They are simply parameterisedor

thecurrentmodelandpassedo theNuSMV modelchecler

as shown in the diagram. The SUM Analyserprovides a
numberof specificationpatternghatassisthe userin con-
structingmodel-specifiqropertiedor verification. As can
be seen,theseare automaticallytranslatedo CTL by the
SUM Analyser Finally, verificationresultsareinterpreted
for the userin termsof the original usecasemodel. The
detailsof thetwo verificationmodesaredescribechext.

SUM Analyser NuSMvV

A~
Use case diagram Structured use
+ case model

NuSMV program

Formalised structure
and semantics

Generic propertiesin - CTL
Pittiad sh e

Model-specific properties
based on specification patterns

Model-specific
properties in  CTL

Verification results

interpreted for user Verification results

Figure 7. Verification with SUM Analyser

6.1.Generic Verification

Genericverificationof astructuredusecasemodelin the
SUM Analyserdoesnot requireary additionalinput from
theuser This verificationmodeis usedto analyseusecases
for livenessandconditionsfor reversibility.

Livenessof use cases: An informal definition of the
livenespropertyis that“somethinggoodwill alwayseven-
tually happenT17]. We definethreelivenessateyoriesfor
ausecase:Dead TransientandLive. The SUM Analyser
checksa modelandplaceseachusecaseinstanceinto one
of thesecateories.

(a) Dead: Successfuhctivation of the usecaseinstance
is not possible. Usually, oneshouldbe alarmedif all
instance®f a usecasefall into the Dead category, be-
causea usecasethat can never be successfullyacti-
vatedsenesno purposen amodel.

(b) Transient: It is possibleto successfullyactivate the
usecaseinstancea finite numberof times. A typical
exampleof thiswould besomethinghatonly happens
onceandis irreversible.

(c) Live: It is possibleto activate the use caseinstance
infinitely mary times. Most use caseinstancesn a
modelusuallyfall into this category.



CTL formula

Livenessategory

Dead IEFu
Transient EFu& !AGEFu
Live AGEFu

| Reversibility category | CTL formula \
Constant IEFc
Irreversible EFc& AG(c— AGo)
Finitely-reversible EFc& !AGEFc
Reversible EFc& AG (c— EFc)

Table 1. CTL Formulae for Generic Verification

Reversibility of conditions: The SUM Analyserchecks
how conditioninstancexhangetheir truth-valuesthrough-
outsystemexecution.Eachconditioninstances placednto
oneof thefollowing reversibility categories.

(a) Constant: The truth-value of the conditioninstance
never changes,t remainsthe sameas assignedni-
tially.

(b) Irr eversible: In this casethe truth-value of the con-
dition instancds changednceandthenremainscon-
stant.

(c) Finitely-r eversible: The condition instancechanges
its truth-valuemorethanonce ,but still afinite number
of times.

(d) Reversible: The conditionchangests truth-valuein-
finitely mary times. Most conditionsfall into this cat-

egory.

Table 1 showvs the CTL formulae that are used
to determinelivenesscatayories for use case instances
and reversibility categories for condition instancesin
the SUM Analyser In the table, u standsfor the
name of a NUSMV use case instance processsuch as
activat ed Del et eUser $0$ for example. Similarly,
¢ standgor the nameof a NuSMV conditionvariablesuch
asUser Exi st s$0%.

Verificationfor livenesof usecasesandreversibility of
conditionswith the SUM Analysergenerates reportthat
classifieseachusecaseinstanceandconditioninstanceac-
cordingto the abose-describectatayories. This reportpro-
videstheuserwith insightinto the behaiour of the system
describedby the model,aswell aswarnshim of potential
errorsin themodel.

During livenessanalysisof the usecasedrom our CMS
casestudy we discoveredthatall instance®f the OpenRe-
ceiptusecasewerelive. Thiswasin accordancevith our
expectationssinceary Clerk canopena receiptan unlim-
ited numberof times. Furthermoreall instance®f the \oid
ReceiptusecasewerealsoreportedLive. This meantthat

a particularreceiptcould be voidedmorethanonce. Since
every time a receiptis voided the correspondingransac-
tion is reversedin the accountingand operationssystems,
this situationwould ultimately resultin incorrecttransac-
tion records. Taking into considerationthat thesetrans-
actionscould involve very large amountsof money, such
a flaw in the requirementamodel could have devastating
consequencesThe modelwas correctedby addinga pre-
conditionto the Void Receiptusecasethatensuredhatthe
receiptin questionhadnot beenvoidedbefore.

Verifying the CMS conditionsfor reversibility revealed
thatall the instancesof the ReceiptSavedconditionwere
Irreversible At a closerinspection,we discovered that
accordingto the requirementanodel when a receiptwas
deletedit wasjust markedwith a deletedflag andstill con-
sideredto be “saved” within the system. This also meant
that a deletedreceiptcould be openedasary othersaved
receipt,which wasnot desirable. We remediecthis situa-
tion by addingthe following post-conditionto the Delete
Receiptusecase:ReceiptSaved#ucReceipt)s false

Severalothererrorswerediscoseredandcorrectedn the
structuredusecasemodelsfor the CMS duringgenericver-
ification with the SUM Analyser Carefulinspectionof the
verification resultsand a good knowledge of the liveness
andreversibility categorieswerenecessarguringthis pro-
cess.

6.2.Model-SpecificVerification

Verification againstgenericpropertiesyields useful re-
sults, but becausehe genericpropertiescannotbe usedto
testmodel-specifidehaiour, this type of analysisis lim-
ited. We presentthe userwith propertyspecificationpat-
ternsfor the creationof customproperties.Thesepatterns
let one expresssimple propertiesfor behaioural analysis
without knowing the detailsconcerninghe underlyingfor-
malism,whichis CTL in ourcase.

Propertyspecificationpatternsare generalisedlescrip-
tionsof commonly-soughbehaioursfor verificationof fi-
nite statesystems. Specificationpatternswere first pro-
posedby Dwyer et al in [11] and further supportedby
empirical studies[12]. Dwyer et al developeda system
of specificationpatternswhich comprisesa setof patterns
thatareorganisednto ahierarclty shaving therelationships
betweenthem. We tailoredthe original patternhierarcty
slightly to suit our specificneeddor usecasemodelanaly-
sis. In our augmentegbatternhierarcty we did notinclude
the patterngthatwererarely usedasshavn by the suneys
in [12], furthermorewe addedseveral new patternsto it.
The SUM Analyserpatternhierarcly is shovn in Figure8.
Theoriginal patternghatwerenotincludedin ourhierarcly
areindicatedwith dashedinesandbordersandthenew pat-
ternsareshavn with solid borders.



Property specification patterns

Occurrence Order

Absence | Precedence

Universality Existence Response |

eventually iveness
Possible Always
existence eventually

Figure 8. Property Specification Pattern Hier-
archy for SUM Analyser

Instantiationof patternsto constructbehaioural prop-
ertiesis performedasfollows. Eachspecificationpattern
containsone or more patternvariablesthat the usermust
substitutewith valid valuesfrom the modelbeingverified.
Patternvariablesarepredicate®r in otherwordsfunctions
that yield a booleanvalue. A patternvariableis parame-
terisedand may be true for someargumentsand falsefor
others. For our usecasemodels,patternvariablescan be
constructedrom: conditioninstancesand the logical op-
eratorsNOT (!), AND (&), OR (] ) andimplication (—).
For example, User Exists (#jbloggs) & User Logged In
(#jbloggs)is avalid patternvariablefor the CMS example.
Eachpatternis associatedvith a CTL formula, and once
the userchooses patternandfills in the patternvariables,
thesearepluggednto theCTL formulafor thatpattern.The
resultanformulais a verificationpropertythatcanbe used
for modelchecking.

Each of the specificationpatternsimplementedin the
SUM Analyserand shavn in Figure 8 is describednext.
In the SUM Analyser we usedthe mappingsto CTL as
definedby Dwyer et al for all the patternsexceptthe new
Existencesub-patterndpr which we definedour own map-
pings.Theseareshavn in theTable2. In thetable,v stands
for a patternvariablecomposedf conditioninstancesand
logical operators.

Occurrence: Occurrencepatternscan be usedto ver-
ify existenceor absencef systemstateswherea property
holds.

(a) Absence: Safetypropertiescan be constructedusing
thispattern.An informaldefinitionof asafetyproperty
is that“somethingbadwill neverhappen17].

(b) Universality: This patterncanbe usedto expressin-
variantsfor a model. An invariantis a propertythat
musthold throughouthe executionof the system.

| Existencepattern | CTL formula |

Everywhereeventually | AF v
Possiblexistence EFv
Alwayseventually AG AF v
Liveness AGEFv

Table 2. CTL Formulae for Existence Patterns

(c) Existence: If we areinterestedn reachabilityof cer
tain systemstatesthenthis patterncanbeusedto con-
structpropertiesfor modelverification. We extended
the Existencepatternproposedy Dwyer etal andcre-
atedfour sub-catgoriesof this pattern.

— Everywhere eventually: Somethingwill always
eventuallyhappennomatterwhatexecutionpath
is taken.

— Possibleexistence: It is possiblefor something
to happenlIn otherwords,the propertymayhold
on somepathsbut notall the pathsof execution.

— Always eventually: No matterwherein the sys-
tem execution we are, somethingwill always
eventuallyhappen This patternis astrongewari-
ationof the Everywhee eventuallypattern.

— Liveness: Sometimeswe want to ensurethat
at ary time during the executionof the system,
somethingwill eventuallybecomepossible This
patternis a strongervariationof the Possibleex-
istencepattern.

Order: Orderpatternscanbe usedto constructproper
tiesthatverify a certainorderingof systemstatesor events.

(a) Precedence:This patterndescribesa dependengbe-
tweentwo systemstatesor events. It canbe usedto
verify thatonestateor eventalwaysoccursbeforethe
otherone.

(b) Response:Cause-dectrelationshipdbetweersystem
statesor events can be expressedusing this pattern.
It is similar to the Precedencepatternbut is usedto
verify that every causemustbe followed by an effect
ratherthanfor every effect theremustbe a cause.In
the Precedencgatterncausesnay occurwithout sub-
sequentffects, while in the Responsgatterneffects
may occurwithout causes.

The NuSMV model checler generatesa counter
exampletracewheneer the propertyis found to be false
during verification. Sucha counterexampletraceshavs a
sequencef systemstatechangeghatleadto the property
violation. During model-specificverification, suchtraces
areinterpretedfor the userin termsof a sequencef use



caseactivations.However, certainpropertiessuchasPossi-
ble existencedo not generatecounterexamples.Properties
createdwith the Possibleexistencepatternreferto a certain
conditionthatneedgto hold on at leastone pathof system
execution. If sucha propertyis foundto befalse,it means
thatsuchanexecutionpathdoesnotexist andessentiallythe
collection of all the possibleexecutionpathswould com-
prise the counterexample. Determiningthe reasonwhy
suchpropertiesdo not hold in a modelbecomesnoredif-
ficult thanwith the availability of a counterexampletrace.
However, knowing thata certainpropertydoesnot hold in
a modelcanstill be very valuableto the developer asthis
identifiesthat thereis an error in the model. In orderto
find theerror, thedevelopershouldrun verificationon other
relatedpropertiesthat canleadto the identificationof the
problemsource.

We usedmodel-specificverificationin the SUM Anal-
yserto verify thatthe CMS usecasemodelssatisfiedcer
tain constraintsand also discovered several further flaws
in the models. For instance,using the Universality pat-
tern we verified that oncea receiptis postedit cannotbe
deletedin the system.The propertythatwasconstructedn
the SUM Analyserto checkthis is Universality of (Flagged
Deleted(a) — ! ReceiptPosted(a)). During verification,a
is replacedvy all possiblevaluesfrom the ReceiptNumber
variabletype.

Usingthe Absencepattern,we constructeda propertyto
checkthatonly valid userscanlog into thesystem:Absence
of (LoggedIn (b) & ! UserExists(b)). Duringmodelcheck-
ing, bis replacedwith all possiblevaluesfrom theUserLo-
ginvariabletype. This propertywasevaluatedo falsein the
modelandthe following shavs a condensedersionof the
counterexampletracewasproducedoy the NuSMV model
checler.

1 -- specification AG!(Loggedl n$0$ & ! User Exi st s$0%)
2 is fal se

3 -- as denpobnstrated by the foll owi ng execution sequence
4 -> State 1.1 <-

5 [ executing process activated_AddUser $0$]

6 User Exi st s$0$ = 0

7 User Exi sts$1$ = 0

8 User Exi sts$2$ = 0

9 User Loggedl n$0$ = 0

10 User Loggedl n$1$ = 0

11 User Loggedl n$2$ = 0

12 User O Rol e$0$0$ = 1

13 User O Rol e$0$1$ = 0

14 User O Rol e$1$0$ = 0

15 User O Rol e$1$1$ = 1

16 activated_Logl n$0$.return = 0

17 activated_Logln$l$.return = 0

18 activated_Logl n$2$.return = 0

19 activat ed_AddUser $0$. return = 0

20 activat ed_AddUser $1$.return = 0

21 activated_AddUser $2$.return = 0

22 -> State 1.2 <-

23 [executing process activated_Logl n$0$]

24 User Exi st s$0$ = 1

25 activat ed_AddUser $0$.return = 1

26 -> State 1.3 <-

27 [executing process activated_Del et eUser $0$]
28 User Loggedl n$0$ = 1

29 activated_Logl n$0$.return = 1

30 -> State 1.4 <-

31 [executing process activated_Logl n$1$]
32 User Exi sts$0$ = 0

33 activated_Del et eUser $0$. return = 1

In the above trace,lines 1 and2 shav the CTL formula
thatwasviolatedin the model. The traceof the execution
sequenceiolating the formula begins in line 4 and con-
sistsof several processexecutions.Eachprocessexecution
(lines 5, 23, 27, 31) correspond$o a usecasemodulein-
stantiation,and hencecan be interpretedas a usecasein-
stanceactiation. For example,executi ng process
acti vat ed_AddUser $0$ is interpretedas Administa-
tor.Add User (jbloggs). The fact that a use caseinstance
is activated doesnot necessarilyneanthat the actiation
was successful. It is only successfulin the casewhere
ther et ur n variablefor the correspondingnoduleis as-
signedto 1 in the next state. In the trace abore, we
canseethatin St at e 1. 2 ther et ur n variablefor the
AddUser $0$ is indeedassignedto 1, which is shavn
in line 25: acti vat ed_AddUser $0$.return = 1.
Hencethe activation of Administator.Add User (jbloggs)
wassuccessful.

In thelines6-21theinitial stateof the systemis givenin
termsof valuesof its statevariables After eachprocesexe-
cution,only the statechangesregivenin thetrace.For ex-
ample,aftertheexecutionof act i vat ed_AddUser $0$,
two statevariablesare changed: User Exi st s$0$ and
activat ed_AddUser $0$. r et ur n (lines 24, 25). In
the final stateof the systemfor this traceLogged| n$0$
= 1 andUser Exi st s$0$ = 0, which violatesthe ver-
ification property

The user of the SUM Analyseris shelteredfrom the
detailsof interactionwith the NuSMV tool. The NuSMV
counterexample trace discussedabove is interpretedin
terms of use casesfor the SUM Analyser user in the
following way.

1. AdministatorAddUser (jbloggs)- successful
2. Clerk (jbloggs).La In () - successful
3. Administator.DeleteUser (jbloggs) - successful

The interpretedcounterexampleshaws thatthe Admin-
istrator can successfullydeletethe userjbloggs while a
Clerk with this Usernamds loggedinto the system. This
flaw wasremediedby addinga pre-conditionto the Delete
User usecaseto ensurethat the currentlyloggedin users
cannotbedeleted.

TheReceipfPostedconditionwasanalysedisingthe Ex-
istencepatternsin the SUM Analyser We usedthe Pos-
sible Existencepatternto determinethatit is possiblefor
receiptsto be postedsuccessfullywithin the systemasre-
quired. However, we alsodiscoveredthat instancesf the
ReceiptPosted condition are not Always Eventuallytrue.



This resultwas also plausiblesincethosereceiptsthat are
deletedcannever bepostedn thesystem.

Themodel-specificserificationmodeof the SUM Anal-
yserallowed us to performvaluableanalysesof the CMS
usecasemodels. A graspof the patternsand a basicun-
derstandingof the logical operatorswere requiredduring
constructionof model-specifianalysisproperties.On the
otherhand,counterexampleswerevery easyto understand
andprovedvaluablein resolvingwhy averificationproperty
failed.

7. Evaluation of CaseStudy

We constructedstructuredusecasemodelsfor the CMS
requirementsn the SUM Analyser During this process,
the provided informal use casedescriptionswere changed
to adhereto our amendedisecasemetamodebndthe for-
mat prescribedby the SUM Analyser Several inconsis-
tenciesandincompletespecificationsvere discoreredand
remediedduring the processof merely structuringthe use
casedescriptionsaccordingto the metamodeland syntax
describedn Section4. For instancemary pre- and post-
condition definitionswere incomplete. Certainuse cases
hadmorethanoneflow, but only onesetof associategre-
andpost-conditions.

Numerouserrorswere identified in the CMS use case
modelsby runningthemthroughthe analysesn the SUM
Analyser examplesof which were given in Section 6.
Theseerrorsmostly constitutedmissingusecasesjncom-
plete use casedescriptionsand logically flawed pre- and
post-conditiondefinitions. From the usability perspectie,
the analysisfeaturesoffered by the SUM Analyserwere
foundto bevery accessible The feedbackprovided by the
tool in caseof discoverederrorsofferedvaluableassistance
for trackingdown sourceof the problems.

The NuSMV modelchecler thatwe chosefor this work
performedrelatively well in obtainingthe analysisresults
for the CMS use casemodels. It is well-known that the
main dravback of model checkingis its performancejn
otherwordsthetimeit takesto computeverificationresults.
Sincethemodelcheckingalgorithmperformsanexhaustve
searchof all the possibleexecutionpathsof a given model,
verificationtime increasegxponentiallywith thesizeof the
model. For the CMS usecasemodels,all verificationre-
sults could be obtainedwithin a period of 4 to 1300 sec-
onds.However, somelarge modelshadto be separateihto
smallermodelsusingappropriateabstractiortechniquego
ensureghatverificationresultsremainedvalid for the entire
model. More detailsaboutthe performanceof the SUM
Analysercanbefoundin [20].

8. Related Work

Several attemptshave beenmadeto addresshe draw-
backsof usecasemodellingandformalisethis method.

Hausmanret al [14] proposean approactto modelling
andanalysisof softwarerequirementdasecon formalising
relationshipsbetweenseveral UML diagramswith graph
transformatiortheory Thisapproacltsuggestshatthereare
two maintypesof requirementsnodels:staticanddynamic.
Static aspectsof a systemare modelledusing classdia-
gramswhile usecasediagramsapturdts dynamicrequire-
ments.Inconsistencieareoftenintroducedvhenstaticand
dynamicmodelsareintegrated,ascurrentlythereis no ad-
equatemechanisnto checkan integratedmodel for con-
sisteng. Hausmanret al tacklethis particularproblemby
defining explicit relationshipsbetweenstaticand dynamic
requirementsnodelsand proposinga meansof analysing
themfor consisteng.

Behaviour of individual usecaseds describedy activ-
ity diagramsin this approach. Activity diagramsgive an
overview of the sequentiabr branchingflow of a setof op-
erationswithin a system. For eachoperationappearingn
anactiity diagram pre-andpost-conditionsaredefinedas
collaborations.In UML, a collaborationrefersto a setof
classe®r otherelementghatwork togetheto achieze some
commonobjective. Hausmanret al drav collaborationsas
objectdiagramsshaving only the elementgelevantto the
particularoperation. A pre-conditioncollaborationshovs
a snapshobf the systembeforethe operationis executed,
and a post-conditioncollaborationshavs how the objects
andtheirrelationshipchangeafterthe operationexecution.
Thesecollaborationsene asa link betweerstaticanddy-
namicrequirementsnodels.

Graphtransformatiortheoryis usedto formalisecollab-
orationsin modelsandthis facilitatesrigorousconsistenyg
analysis. The aim of the analysisis to uncover potential
consisteng problemsandnotto prove absolutemodelcon-
sisteng. It is performedstatically on the basisof critical
pair analysis andimplementedn atool calledAGG.AGG
is atool for graphmanipulationsandhencecannotbe ap-
plied directly to UML models.For practicaluseof this ap-
proachaninterfacebetweera UML tool andAGG needgo
bedefinedandimplemented Suchaninterfacewould allow
oneto export UML modelsto AGG for analysisandthen
view analysisresultsin termsof the original UML models.

Themethodproposedy Hausmanretal is appealingas
it hasthe potentialof allowing developersto build models
usingfamiliar visual techniquesandat the sametime ben-
efit from formal analysisof thesemodels. Similarly to our
approachusecaseandactorrelationshipsare not directly
supportedoy this method. However, we explain how the
structuredusecaseapproactcanbe appliedto existing use
casemodelsthat contain suchrelationshipsby flattening.



Hausmanret al do not provide a meansfor handlingrela-
tionshipsin existing usecasemodels.Further aspresented
in [14], the work is not substantiatedvith any application
of themethodin practice.

Backet al [4] formaliseusecasemodelswith a precise
mathematicahotationcalledrefinementalculug5], which
is anextensionof Dijkstra’s wealestpreconditioncalculus.
As in the methodadwcatedby Hausmanret al, an effort
is madeto bring togethemodellingof classeanddynamic
requirementgor a system. Additionally, rigorousanalysis
for achievability of actorgoalsis proposedn this method.

Accordingto this approachgclasseswith attributesand
methodsaredefinedin a formal textual notation. The col-
lectionof all classattributesdescribeshestateof thesystem
thatcanbechangedy executionof usecaseslUsecasesre
expressediscontract statementshat essentiallystatehow
their executionaffects the systemstate. Onceagain rela-
tionshipsbetweenusecasesare not taken into accountby
this method. In the prescribechotation,classandusecase
descriptiongesembleeomputerprograms.

Achievability analysiscanbe performedby first defining
agoalformally andthenperformingwealestpre-condition
computationso determinavhetherthegoalcanbeachieved
in thegivenmodel.

This approachcertainly extends use case modelling
with a formal notationandan analysistechnique however
whetherthis is an enhancemento use casemodelling is
guestionableThe work is currently not supportecby ary
tool, which malkesit difficult to judgethepotentialusability
of themethod.However, the natureof the underlyingnota-
tion andanalysisgechniquedo notlendthemselesto much
automation so our conclusionis that althoughinteresting,
this approachs impractical.

The structuredusecasemodellingandanalysismethod
thatwe proposeis basedon conceptssimilar to thoseused
in thetechniqueslevelopedby Hausmanretal andBack et
al, suchaspre-andpost-conditionsHowever, it surpasses
thesetechniquedn improving usecasemodellingfor two
reasonsFirst, it maintainsarelatively simplemodellingno-
tationwhile formalisingusecases.Secondjt is supported
by a rigorousanalysistechniqueanda tool that automates
modelanalysis.

In their Masters dissertation [3], Andersson and
Bemgstrandformaliseusecasemodelswith extendedMes-
sageSequence&harts(MSC) [15]. Their work focuseson
developing a graphicalyet formal notationfor describing
usecaseflows. Thereareno suggestiongor analysingthe
proposedextendedmodels. As for tool support,only sev-
eral suggestionaregivenin the future work sectionof the
dissertation.

In general,numerousefforts have beenmadeto for-
malisedifferentaspect®f UML. The UML Version2.0[2]
hasbeena work in progressby the Object Management

Groupfor the pastfew years. The aim of UML 2.0is to
provide a more completeand formal specificationof the
languagewith a specialemphasison its semantics. With
respecto usecasemodellinghowever, the new versionof
UML providesonly afew insignificantchanges.

The ObjectConstraintLanguaggOCL) [1] canbeused
to annotatecertainUML diagramswith formal descriptions
of constraints.OCL definesa relatively simplesyntaxand
canbe usedto expressinvariants,queries,aswell aspre-
andpost-conditiongor UML modellingelementsThelan-
guageis primarily basedon the object-orientedconcepts
suchasclassesassociationandrole namesUsecasenod-
elsdealwith entitiesonahigherconceptualevel, andhence
applying OCL to usecaseswould not be practical. How-
ever, several constructdn our proposechotationfor struc-
turedusecasemodellingresembleOCL.

With respectto the CMS casestudy similar studies
have beendone using different approachesnd tool sup-
port. In [13], Gimblett et al derive a formal specification
of an electronicpaymentsystemin CSP-CASLfrom ex-
isting requirementslocuments.The original requirements
specificatiorconsistedf textual requirementgxpressedn
naturallanguagepsecasesandotherUML diagrams.The
authorsreport that the original specificationwas ambigu-
ousdueto the useof naturallanguagegcontainednconsis-
tenciesand was not suitablefor automatecanalysis. The
formalisationwas performedmanuallyandresultedin tex-
tual specificationsof requiredsystembehaiour andrele-
vant datatypesin CSP-CASL.The authorsprovide a ref-
erenceto existing tools that can performanalysesuchas
consisteng-checkingand deadlockanalysis. However, no
concreteexamplesof whaterrorscanbedetectedvith auto-
matedanalysisof theformalisedelectronicpaymentsystem
arepresentedFurther practicalapplicationof theapproach
presentedn this casestudyis not evident,asit requiresthe
developerto posses®xpert knowledgeof the CSP-CASL
formalism.

9. Conclusion

The main objective of the work presentedn this paper
wasto provide bettersupportfor requirementspecification
andanalysis.We did this by developingan enhancedech-
niguebasedn usecasemodellingandthesupportingSUM
Analysertool thatusesthe NuSMV modelchecler for ver
ification. Our approactallows for the creationof structured
usecasemodelsthataremorecompleteconsistenandcor-
rect. Verification of modelswith the SUM Analysercan
help developersto identify logical flaws and missing re-
qguirementsin the modelsearly in the developmentcycle.
Additionally, by usingthe SUM Analyserdeveloperscan
getmuchbetterinsightinto their requirementsnodels.The
work wassuccessfullyalidatedwith theCashManagement



Systemcasestudy
A numberof further developmentsof the approachand
the SUM Analyser tool would be interestingand bene-

ficial.

Theseinclude extensionof the amendeduse case

metamodeto incorporateusecaseandactorrelationships,
addingnew featurego the SUM Analysertool suchasuse
caseanimationandundertakingurther casestudies.

Acknowledgement: The authorsthank JanaKoehlerand
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