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ABSTRACT

Abstract

Mobile banking is attractive because it allows people to do banking anytime, anywhere. One of
the requirements of performing a mobile banking transactidmatsusers are required to login

before use. The current mobile bark login method is PIN authentication; however, results

from other research studies have found that there are usability concerns of using PINs. To
overcome some of the concerns, researchers have suggested the use graphical passwords. In this
research, wargue that another alternative input technique can be utilized. We explore a novel
password input approach, called gesture passwords, of ugingeBsional discrete gesture
motions as password elements. As a result, three systems (PINs, graphical paasd/gesture

passwords) were compared.

This dissertation describes the design of two mobile authentication techniques: combinational
graphical passwords and gesture passwords. These systems were implemented as prototypes. The
prototypes along with a PINughenticator were evaluated with users. User experience and
password retention were evaluated to deter mi
system.Experiments were conducted to evaluate the above. Results from the experiments show
thatusers wee able to use all of the testing systems; however, the results reveal that users are
more proficient and preferred to use PINs for mobile banking authentication than the other two

systems.
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1. INTRODUCTION

1. Introduction

Mobile banking (also known as-banking) is the term used for performing banking transactions
or accessing financial services via a mobile device such as a mobile phone. It has r&edution
the banking industry with new business models to offer convenierdes®ite banking options

to their customers. With mobile banking, a client may be sitting imibst remote location, but
as longas the client has a mobile phone with network eatiwity, the client can access his/her

account anytime, anywhere.

For a client to use mobile banking, the bank requires the client to register for the service. During
registration, the client receives (or provides) a four or five digit Personal Idetmifiddumber

(PIN) as a password. To access the service, the client is required to enter the correct combination
of his/her identification (usually the account number or the mobile number) and the registered
PIN to authenticate. Yet, this mechanism is usfattory. The use of a teklased password
requires a tradeff between security and memorability; the traddearises from the limitation of

human memory, and, as a result, passwords are easily forgotten.

To avoid the risk of forgetting passwords, $seften adopt insecure behaviours, such as writing
down their passwords and storing them in an insecure location or disclosing their passwords to
perceived trusted parties (Adams & Sasse, 1999). Users adopt such insecure behaviours because
they lack secuty awareness; and they often construct their own inaccurate model of possible
security threats (Adams & Sasse, 1999). As a result, users neglect the importance of practising
correct security habits. Weirich & Sasse (2001) conducted a study to understafadttins
influencing peoplesdé security behaviours. The
often caused by negligence and ignorance. To force users to adopt the correct behaviour, they
suggest organizations use tfear appealsapproach (a mbbd of persuasion by frightening

people to comply with a particular message by describing its negative outcomes if the message
was not obeyed) to persuade users in training and online support. Although providing security
educati on c oul drityiamacenessaweven, & doesnad impreve the usability of

a security system. At the same time, this approach increases the load on the users; instead of



1. INTRODUCTION

educating users about system security, it is more important to build a system with usable

security

In the search towards a usable security solution for mobile banking, in this dissertation, we are
particularly interested in exploring the usability of password systems for authentication using

mobile phones.
1.1. Motivations

System security is often considdrto be a technical issue. However, at the forefront of a
security system lays the user authentication; when users are involved, security is more than
technical: it needs to be practical and usable. The goal of security is to build systems that are not
only theoretically, but also actually, secure (Tognazzini, 2005). Security is only achieved by
means of a partnership between the user and the technology (Renaud & De Angeli, 2004), and
mechanisms have to be used correctly by the users of the system tee ableieprotection

intended by the security designer.

Unfortunately, users are considered as the weakest link in the security chain (Schneier, 2000),
and users are often blamed for the failure of a security system. User failures occur in a system
when the gers cannot comply with the behaviours required by the security system. Sasse &
Flechais (2005) identified two reasons why users fail to show the required behaviour: users do
not want to behave in the way required; users are unable to behave as re@kieegdagsword
authentication, for example; password policies are often restraining and generating passwords
that are difficult to remember and consequently, this results in people writing down or sharing
passwords to avoid losing the passwords. Security pol e s t hat i ncrease
memory or require extra effort from users are bounded to suffer from one (or both) of the reasons
pointed out by Sasse & Flechais. Although system designers can argue that users are at fault for
not complying with tle security policies, but, in the end, it is the system that is paying the price
of having a service that cannot be used by its users. When users fail to comply with security

policies, it is not a failure of the users, but a usability failure of the system.

t

b



1. INTRODUCTION

1.1.1. Usable security

Security design has therefore two aspects; the technological and the usability aspects. In the past,
the technological aspect had received a lot of attention; whilst, the usability aspect was almost
entirely neglected. Security systems ard t e n not designed with us
limitations in mind. Although the goal of a security system is to have mechanisms to protect the
system, it is also important that the mechanisms are usable by the legitimate users. While
security and usahiy are often seen as competing (or conflicting) design goals (Sasse &
Flechais, 2005), in some cases, the burden on the user can be lessened while the system security
remains the same. For example, password systems such as Déja Vu (Dhamija & Perrig, 2000)
and VIP (De Angeli, Coventry, Johnson, & Renaud, 2005) use graphical images for
authenticationi the technique based on one of the heuristics of user interface desiggnition

rather than recall(Nielsen, 2005 t o r educe t he | o ahdesthesaturity ser s o0

remains the same (more on graphical authentication is discussed in Chapter 2).

Although traditionally research in security was viewed as primarily relating to theoretical and
technical issues, in recent years, usable security has becagn@wveng field of research,
specifically, in the HCI domain (e.g. the workshop on HCI and Security Systems at CHI 2003
(Patrick, Long, & Flinn, 2003); Security user studies: methodologies and best practices at CHI
2007 (Egelman, King, Miller, Ragouzis, &8han, 2007); the Symposium On Usable Privacy

and Securit}). Adams & Sasse (1999) and Whitten & Tygar (1999) have been influential and
generated debates in the research field of usable security; their studies are only the beginning of
usable security invaigations. More research is needed to understand limitations, needs, and
requirements, of the human factors in security systems (Renaud & De Angeli, 2004), especially

on mobile devices.

! Symposium On Usable Privacy and Securftitp:/cups.cs.cmu.edu/soupsiex.html



1. INTRODUCTION

1.1.2. Password authentication

Authentication refers to the process of confini ng or denying an i
claimed identityJansen, 2003, p2).

Currently, the most prevalent form of individual verification is password authentication.
Arguably, almost every participant of information systems uses passwords (Tari, Ozok, &
Holden,2006). Although it is the most widely used security mechanism, it has drawbacks from a
usability standpoint. Some of the problems with passwords are well known: users select weak
passwords that are easy to guess (Adams & Sasse, 1999Bl#ekwell, Andersn, & Grant

2004;De Angeliet al, 2009; ones that are susceptible to dictionary attacks @faad, 2004);

users often leave their passwords as the system default or an empty password (Bishop, 2006);
and so on. Users are not inherently motivated tupeadecure password behaviour (Adams &
Sasse, 1999); when users failed to choose and manage password séeusgbteins are bound

to open loopholes that attackers can expMiedenbeck, Waters, Birget, Brodskiy, & Memon,
20053. As a result, the chalhge arises a® how to make password authentication usable and
secure; At the same time, it must be effective; passwords must be easy to remember, yet hard to
guess (Bishop, 2006). In other words, the second challenge arises as how to make passwords

strang and memorable.

1.1.3. Memory

Human memory has a limited capacity to remember the arbitrary text and number strings that
make up a password. People regularly forget their passwordsPdwer Law of Forgetting
describes how rapig people forget almost immeday after learning, followed by a gradual
decay thereafter (Bahrick, 1984 citedvifiedenbeclet al, 20058. This implies people may not

recall their passwords correctly after a long period (Sassé, 2001), and results in password
retention deficieng. To overcome this deficiency, people select passwords to which they can

attach meaning.

Studies in cognitive psycholtoorgcggnidepectures issfér o wn
superior to their ability of recalling words (Paivio, Rogers, & Smyflg68; Nelson, Reed, &
Walling, 1976). Graphical authentication researchers have exploited this concept in an attempt to

4

n (

t



1. INTRODUCTION

replace texbased passwords with pictures to improve password memorability. Although
research has suggested numerous methods for gahhithentication, most of the research
solutions are designed for desktop computers that have a large display. A few studies on
graphical authentication for mobile devices have been investigated. For example,elaaisen
(2003) have reported a visualgin technique for mobile devices; however, their solution was
designed for handheld devices such as Personal Digital Assistants (PDAs), which are not suitable

for standard mobile phones that have a small display screen.

Previous studies on graphical auttieation have shown that using visual aids can help users to
encode passwords into their letegm memory, but there are other retention approaches that can
be exploited to increase password memorability; kinesthetic memory (or muscle memory) is a
one ofthose approaches. Instead of using-téwdracters or images, a password can be made up
of multiple gestures. Through practice, the password movements can gradually consolidate into
t he unsemoryd Blowever, we have been unable to find any researchtigatesy how

kinesthetic memory can assist users in remembering passwords.

1.1.4. Perceived trustworthiness and preferences in authentication

One aspect of usable security not covered any study we could find, was an investigation into the
users perception of trusvorthiness of the systems being evaluated. Currently, password
authentication is the most commonly used verification scheme and users have adapted to use
passwords for authentication. Although alternatives, such as graphical passwords, have been
proven tobe more usable, it is arguable that users may prefer to useatsed passwords from

the standpoint of familiarity. Therefore, investigation of perceived trust and preferences between

password systems is essential.

1.1.5. Context awareness

User s 6 b eding authenticationocsysteras can be influenced by the physical environment
and context in which the systems are used (Satssle 2001). Users are aware of security threats
when the physical security level is low (Adams & Sasse, 1999). Furthermore, physeal
environment has obvious flaws, users may feel password protection is meaningless because they

feel anyone can gain access (Adams & Sasse, 1999). Although, in the casbaoking
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authentication, we are safe to assume users are most likelyinarog private area, we could
find no research done to i nvestibanpkingaccourdiar so p
a public area. Since 4manking is location independent, it is important to understand if users

would feel free to use the systen a public environment.

1.1.6. Location

Mobile banking has been predicted to change the way how people bank in the developing world
(lvantury & Pickens, 2006). There are numerous developing countries offering mobile banking,

but only a handful of them are sassful. South Africa, one of the successful countries, is
currently seeing a huge uptake of mobile bankikgyle, 2008. Although mobile banking in

South Africa is deemed as a success, many South Africans (especially people from-the low
income sector) dtihave negative perceptions about mobile banking (lvantury & Pickens, 2006).
Research by Ilvantury & Pickens identified t he
balance between human interaction and technology to appeal to meigctome customes . 0

(2006, p.8). In an attempt to improve mobile banking technology in South Africa, we select

South Africa as the primary location of this research.

1.2. Objectives

The aims of our research are threefold:

1. We first needed to understand the adoption, and patewloption, of mobile banking,
specifically in South Africa. This can help us understand the potential of people using
remote authentication via their mobile phones. For this, we conduct surveys with people
who have incomes and qualify for mobile banking

2. Next, we aim to design authentication systems for mobile devices. The focus is to design
usable password authentication systems and to exploit alternative memory systems that

can help users store passwords in their{@mmgm memory.

3. Finally, we want to dtermine the usability of the designed systems though prototypes,

empirical studies, and evaluations.
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1.3. Organisation of this dissertation

This thesis is organized into the following chapters. Chapter 2 outlines the background literature
used in formulating ur research, as well as the previous investigation in usable authentication.

The methodology adopted for this research is explained in Chapter 3. Chapter 4 presents the
results of a survey which aims to undisrstand
followed by Chapter Shat introduces two new authentication systems for mobile devices.
Analysis of the designs along with its results and discussions are presented in Chapter 6. Finally,

the main conclusions from this research and the discussiontwkfwork are presented in

Chapter 7.



2.BACKGROUND

2. Background

In this chapter, we review and evaluate the existing literature regarding the issues of building
usable authentication for mobile banking. The headings described in this chapter are based on the

topics estblished in the motivations section in the introduction chapter.
2.1. Mobile banking

According to GSM association, there are over 3.6 billion GSM subscribers in the world in the

second quarter of 2008 (GSM Association, 2008a), and 1.2 million new connecteygdag

(GSM Association, 2008b). With such a rapid growth in mobile usage, the number of subscribers
is predicted to exceed 4 billion by the first quarter of 2010 (GSM Association, 2008b), or

possibly earlier. Currently (2008) in South Africa alone, tlobite penetration rate has reached

up to 83% (Integrat, 2008). With such a high adoption, many entities are focused on providing

services via the mobile channel.

Financial services, especially mobile banking services, are amongst those being focused on. At

the moment, there are more people with access to a mobile phone than with access to a bank
account across the developing world (Porteous, 2006). There is a high potential for using the
mobil e channel to bank the @un edatmkMedeMoney n 200
Transfer programme with the aim to make remittance services easier for migrant workers and to
mobilize financi al services for the fAunbankec
potential, mobile banking is predicted to revolaiie the way people do banking in developing

countries (lvantury & Pickens, 2006).

So far, there are a handful of banks and businesses that provide mobile banking services in
developing countries. Among them, the successful groups are from the Philipfenga, and

South Africa. Gl obe Tel ecomb6s GCasPESAffrooom ¢t he
Kenya use a texbased SIM Application Toolkit implementation to provide their services;

Wizzit and FNB from South Africa also a use tégtsed implementatiomut their services are

offered through the USSD (Unstructured Supplementary Service Data) channel; whilst, Nedbank

8



2.BACKGROUND

and Standard bank from South Africa offer their services through WAP (Wireless Application
Protocol) technology and .mdbsites. Whilst thg use different implementations, there are

commonalities across all platforms, and one of those commonalities is authentication.
2.1.1. Authentication of mobile banking

Although mobile banking services are offered through different platforms or implementations,
nevertheless, the underlying services remain the same. Regardless of the platform, all
implementations use the same login method, PIN authentication. Before conducting a
transaction, a client is required to login with a PIN (some systems may also requiceséns to

input a valid identification), and only a valid PIN code will grant the client access to the service.

In general, a bank account can be accessed via more than one route. Besides mobile banking,
bank clients can access their account througA®M (requires a bank card and an ATM PIN),

internet banking (requires a user identification, a PIN or password, and some implementations
require a ong¢ime password), and mobile banking. Yet all these channels do not apply the same
technique for authentitian. Future, some banks require their clients to remember multiple
passwords (or PINs) for the same account, each password for a different channel. Banks adopted
this approach for safety reasons; if a password of a channel is compromised, then at least th
other channels will still be safe because they use different passwords. Although this increases
system security, it only benefits the admini

remembering multiple passwords for the same account is chaoac@\& Sasse, 1999).

There are not many studies that had investigated the topic of usable logins for mobile systems.
Nevertheless, the concept of usability of authentication is similar across different devices, such
as ATMs (De Angelet al, 2005; Moncur &Leplatre, 2007) and personal computers (Brostoff &
Sasse, 2000; Renaud & De Angeli, 2004; Wiedenhkeckl, 2005). Since the concepts are

2 mobi (or dotMobi) is a tofevel domain dedicated to deliver the optimized internet for viewing on a mobile
device. It is managed by mTLD global registnytp://mtld.mobi/
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closely related, the discoveries from the previous studies of usable authentication can be applied

into the topic ofinding usable authentication for mobile banking.
2.1.2. Issues affecting usability and user performance

As previously mentioned in the introduction chapter, physical locations and the environment of
use affect user s per cepteifwtimer om fthis poang Ashkbodrry t hr
(2000) identifies the following issues that ¢
authentication mechanisrRublic and private milieusthe presence of a queugne pressure

andenvironmental conditions

The presence of a queue may affect usersd men
appear to others, and the users may feel nervous when they are being watched by othets (Sasse

al., 2001). However, this issue does not apply to mobile bankimjjke ATMs at popular

locations where people queue for access ggerel for example), mobile banking allows users

to execute transactions with their own equipnm

comfort.

The time pressure issue is also not relevant. Since transactions can be executed at anytime,

Figure 1. A queue ofbank clientswaiting to usean ATM

10
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anywhere, users are not required to spend time to travel a distance to access their bank accounts.
This means users have more time to execute transactions. Onehénatid, the time pressure
can still manifest if the transaction or the connection is-Boresuming, as slow transaction

speeds can frustrate users.

The issue of environmental conditions is important. People find complacency in strong physical
secure supundings (Sasset al, 2001). Conversely, if the surroundings have obvious flaws,

people may feel vulnerable to being observed.

Besides environment issues, Ashbourn (2000) also identifies that the criticality of a transaction
can affect user stress levalsd potentially impacts user performance. For instance, if a client has
to transfer a large sum of money, the user proceeds with the transaction with extra care leading to

an increase in user pressure.

Although some of the issues mentioned above may s®eaal, however, the critical issues must

be considered for designing a usable mobile banking solution.
2.2. Designing for usability and security

The topic of usability in security systems was briefly introduced in the previous chapter. In this
section, we exaine this topic in detail.

2.2.1. Security needs usability

Before the discussion of usable security begins, the idea of why usability is needed in security
systems should first be examined. Imagine the following scenario: a system engineer was given
the task to dsign a system with foolproof security mechanisms without the need of usability
consideration. With such a specification, perhaps the best design is to switch off the system, lock
it in a titanium vault, and throw away the key forever. This way, the sygt@mantees security;
however, it is inaccessible and not usable at all. Although this example is excessively extreme,
the argument remains the same for all security systems. If a security system was designed
without considering usability, the end resdltjust as good as not having a system, because the

system is most likely would not be used by anyone. For instance, a password system can easily

11
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require its users to remember random passwords that are over fifty characters long.
Theoretically, it is very ecure; however, people have problems remembering text without

meanings due to memory limits. Unless the user has photographic memory, the immediate
reaction of everyone would be to write down the passwords and storing them in an accessible

location, whichis as good as not having the password protection

Security mechanisms cannot be effective without taking into account of the users (Wiedenbeck
et al, 2005b). At the end of the day, most pieces of software ultimately have a human user;
therefore, attentioto usability is always necessary to achieve true security (Yee, 2006).

Although usability is vital, overcompensating security for usability would also lead to downfalls.

If the design of a system focuses solely on usability without much consideratiaunfysehen

the system becomes extremely vulnerable. For example, a network system without password
authentication is usable, but not very secure. As a result, it is important to consider the balance of

security and usability; with either one neglected m@nder a product useless (Yee, 2004).
2.2.2. Design goals

Traditionally, the primary interest of security research evolved on its technical and theoretical
aspects, which has mainly focused on assuring the correctness of security systems. However, the
fundamenrdl problems about security are no longer about the technology, but instead they are
about how the technology is used (Schneier, 2000). In recent years, the topic of usable security
(or HCISed) has raised awareness in both the security and the HCI reseéanchins.
Researchers and software designers have begun to realize a sistigmedwith strong
protection mechanisms is not enough; the system also needs to be manageable by users.
Consequently, a new challenge arises as how to create systems thatoenlg security secure,

but also usable and as well as useful.

3 HCISec is the term used for the study of HCI integrates with the study of information security. Its aim is to

enhance usability of security in ender applications.

12
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In usable security, security is about restricting access to prevent undesirable effects, while
usability is about improving access to produce desired effects (Yee, 2006). However, the design
gaals of security and usability conflict with each other (Sasse & Flechais, 2005; étadse

2001). This is often seen as the case because many systems require tremendous effort from their
users to cooperate with the security mechanisms. Yee (2004) aéngiieonflicts between the

two goals can often be avoided if a different approach of the security design process was taken.
Both, security and usability goals must be incorporated throughout the process, and they must be
viewed as a common goal: fulflin user s o expectations (Yee,

met hodol ogy used for designing the solution m
2.2.3. Usable security needs user -centred design

From a security standpoint, the aims of a secure system are to eliminatendiegiisers from
gaining entry and protecting usersod possessio
system to protect its usersd interest, the de
act consistent to what its users expect (Y2846). The consistency is needed for the users to
understand the system and to consider the system as secure. Therefore, designing for security
systems requires an understanding of the wuser
the system warks, (Yee, 2006). Smetters and Grinter (2002) elaborate this concept: improving
usability of security technology is only one part of the problem, what is missed is designing
usable systems that provide security to the-@s®ts in terms of what the usezgpected,

required, and wanted. (Smetters & Grinter, 2002).

Attempting to add usability onto existing security technology is bound to be unsuccessful;
instead, new security technologies need to be designed from baptonith the users in mind
(Smetters &Grinter, 2002). Hence, the design methodologies should shift the spotlight away
from traditional security design; ifyos pbad th

usability first, how much security canyouget? ( Smetters & Grinter, 200z

When users use a system, they do not focus on security, but rather on activity with goals
( Renaud, 2005) , so from the usersd point of

(Singh et al, 2007). In other words, security goals should be iatdge d i nt o user s
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workflow to yield implicit security (Smetters & Grinter, 2002 cited in Yee, 2006), hence a
shifting of emphasis from the system to the users. Therefore, usabititsed (or usecentred)
security design is needed. Unfortunatelystem security is one of last areas in information
technology in which userentred design is considered important (Adams & Sasse, 1999).
Nevertheless, in the past ten years, HCI has shed some light on the research arezenfrader

security design.

The lack of usercentred design in security mechanisms is the result of insufficient
communication with users (Adams & Sasse, 1999). Smetters and Grinter (2002) recommend that
instead of building and integrating usability into security systems as an aftgrthdbe

underlying security technology must be changed and redesigned from the beginning with the
users i n mind. This all ows designers to under

and deliver systems that are compatible with the requirer{@mistters & Grinter, 2002).

Old technology is bound to be replaced; redesigning underlying technology can be applied to
systems with obsolete security mechanisms. In such a caseensed design methodologies

can be employed, and users should be ireslihroughout the process. However, redesigning

the underlying technology requires tremendous amount of work. In cases where the underlying
technology cannot be changed, usability and security mechanisms can only be applied as add
ons. Although this contdicts with the suggestions given by Smetters and Grinter, in reality,
core systems often cannot be modified; therefore, unless the existing system contains major
flaws or requires to be replaced by a newer version, else, the cheapest alternative approach f

improvement is through patches.

Some security mechanisms, such as user authentication interfaces, can be considered as
standalone modules. Those individual mechanisms can be designed independently from the
entity. Once they are completed, those modcdesbe integrated into the whole system.

2.2.4. Usable security needs iterative design

Security systems that are designed using the conventional linear software development model,

the waterfall model, are likely to experience usability failure. This happensdseasers and
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designers lack communication during the process. Once the design process moves past the first
step, requirement specification, users are not involved for the rest of the procedures. This means
users and designers do not communicate well. Sineceer s expectations <ch
without good communication with the users throughout the design process, designers would not
fully understand the usersé needs; therefore
t o the us es §dthie negsan,cdesaying security systems requires a discipline that
allows the designers to intercommunicate ideas with the users. Iterative design is the suitable
process for such a requirement. Both security and usability communities have atitecatiee

design processes rather than linear processes (Yee, 2004). Given that users are involved since
inception to completion, security and usability can be examined early and throughout the
process. Iterative development processes based on repealgdisa design, and evaluation
cycles, offers the opportunity for designers to see how security and usability decisions affect

each other (Yee, 2004); the effect can be seem as early as during the first cycle.

In addition, some systems have rapid changeguirements because of new demands. The
technologies of these systems often require updates; iterative design is applicable for those

systems, as each cycle produces a new solution that conforms to the new requirements.
2.2.5. Authentication interfaces need use r-centred interaction design

Every authentication mechanism requires user interactions. When designing an authentication
mechanism, the process should be considered as designing a user interface. However, unlike
designing for an entire system, where regments often change due to new demands, the
requirements of a user interface are more static. Once an interface solution is found, the solution
is likely to remain the same, at least for a long time. Thisw@erstandablbecause people take

time to adjus so they would prefer not to switch to another unfamiliar interface. Therefore,
instead of applying the iterative design model that produces rapid changing solutions, a

discipline for designing a single static user interface is needed.

When designing amterface, the aim is to design for good user experience. User experience is
how users feel about a product and the pleasure and satisfaction of using it, looking at it, holding

it, etc. (Sharp, Rogers & Preece; 2007). Every product used by someonedeaseaperience.
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The overall impression is achieved when users find the product is useful. Nevertheless, an
authentication mechanism is a product; users find good experience from its ease of use to
achieve a goal, e.g. a successful login. Therefore, aifomg good user experience is essential

when designing an authentication mechanism.

In the case of designing an authentication interface, the aims of providing a good user experience
are to increase accuracy and efficiency of user verification and toer@bacpossibility of

frustration during logins. The design process requires a method that defines an interface that
behaves in ways users find intuitive. For this purpose, interaction design is a suitable discipline.
Interaction design attempts to imprae usability and the user experience of a product by first
researching into usersd needs and then -desi gn

centred interaction design is most suitable for designing usable authentication.

Yee (2006) suggsts a list of design guidelines for secure interaction design based on the aspects
of controlling authorization and communicating with the users. In addition, Yee also introduced
two strategies describing ways to design security software, through sdnugatymonition and
security by designation. However, the details of each of those guidelines and strategies are
outside the scope of this thesis, and will not be addressed.

2.3. Trust

The concept of trust has been studied for many years across differentsiigllss psychology,
sociology, ethics, HCI, etc. Each field has its own interpretation of trust and its own theories of
the concept. In this thesis, we are interest

his/her perception of the application.
2.3.1. Defining Trust

In many publications, trust is introduced as a rationalization of belief using incomplete evidence
presented in a situation. Trust is a sentiment; it is subjective, and it varies from person to person.

Different people have different vievas trust. Everyone has to be an expert on trust, at least at
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the level of interpreting trust in their own way. For this reason, it is very difficult to define trust

in a general way that fits all contexts.
One of the most widely accepted definition of tiiggproposed by Deutsch (1962, p. 303):

(a) The individual is confronted with an ambiguous path, a path that can lead to an event

perceived to be beneficial (Vieor to an event perceived to be harmful jya

(b) He perceives that the occurrence of \ta Va is contingent on the behaviours of

another person; and

(c) He perceives the strength of W@ be greater than the strength of 'V#f he chooses
to take an ambiguous path with such properties, he makes a trusting choice; if he chooses

not to take thg@ath, he makes a distrustful choice.

Using Deutschoés definition above, trust i s in
where uncertainties are involved while multiple options are available; a negative, or a positive,

outcome could arise gending on the option selected.

On the other hand, from a psychology view po
choices, but as a psychological condition. An individual can use this condition to reason his/her
action to take risk and acceptInearabilities based upon his expectation of the trustee. This
interpretation is defined as a general definition by Roussealu(1998, p. 395) as:

Trust is a psychological state comprising the intention to accept vulnerability based upon
positive expeetions of the intentions or behaviour of another.

By merging the definitions by Deutsch and Roussaaal, we refine a definition of user trust in

an application, specifically for this study, as:

The user perceives the risk of using the application amoaving the consequence of a
negative outcome is greater than the benefit. Yet, the user is willing to accept the
vulnerability in a transaction based on their positive expectations regarding the

applicationdéds future behaviours (Kimery & Mc
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Basal on this definition, we formalize the concept of user trust in authentication of mobile
banking as: the usersé6é willingness to use an
while they perceive the existence of a risk involved. The users aragMmbi use the system

because they expect the system to behave according to their expectation.
2.3.2. Initial trust

Throughout all interpretations of trust, trust can be classified into two fomitgal trust and
long-term trust Initial trust is defined as thiitial perception of trustworthiness perceived by

the user, and lonterm trust as the trust acquired over time through experience. The latter is a
form of trust that requires the truster to repeat interactions with the trustee. After each successful
interaction, the trustee appears more credible, because the experience of the interaction indicates

the trustee is trustworthy.

In Mc Knight & Chervany (2006), they claimed almost every relationship begins with an initial
phase. The initial phase is charaided by uncertainty and doubt. The trust generated in the

initial phase may impact the effectiveness of a relation, and also how easy or difficult it will be

for the parties to trust each other in the future. The parties are unfamiliar with each ¢tieer in
beginning, and the truster has no prior experience with the trustee. This means, unlike in the case

of longterm trust, experience is not a factor that influences initial trust. Instead, the truster must
base his trust on relatively superficial cueggdér, 2003). In other words, initial trust is
influenced by the first appearance and the r
experience during the first encounter. To get a better understanding of initial trust, we use an

example that wasrpsented in Marsh (1994, p.1):

ASuppose someone offers to help you fix your
met them before, but theydre wearinpg garage
truck which you saw a few minute ago at a service $tao n . Do you accept t|
Now suppose the guy was in jeans andshift, and turned up in an old VW Beetle. You

would probably take a lot more time in accepting help, asking lots of questions, such as

who the man i s, where heds fr om, and so on. o
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Let us examine the example above. In the first instance, the driver (the truster) perceives a good
initial trust on the strangers (the trustee) to fix the broken car. By judging based on the
appearance, the trustee seems to dress in an outfit that agpbarsdnsistent of a mechanic.

Also, the first engagement at the service station with the trustee was at an environment where
cars are fixed. These evidences increase the
cars. Although, there is no dateevidence showing the strangers know how to fix a broken car
(unless they attempt to fix it), there are enough superficial cues for the driver to perceive
sufficient initial trust to accept help from the strangers. On the other hand, in the secorgnstan

the strangers show up in an inconsistent outfit; as a result the appearance does not show enough

cues for the driver to consider the strangers as trustworthy to fix the broken car.

In the case of attempting to introduce a new system to users, suntfodaging mobile banking

to the unbanked, the system must generate a good perception of initial trust to the users, so the
users are willing to adopt the system. Similarly, in authentication, the system must show
adequate relatively superficial cues ftwetuser to create a good impression to perceive the

system as secure.
2.3.3. Trust and risk

ARi sk i s a concept that denotes a potenti al
value that may arise from some present process or future event. Inl@yveisage, risk is often

used synonymously with trgectpmaotmapi | ity of a

Luhmann (1988) identified a close relation between risk and trust. Trust is a mean of handling
risk, or as a solution for specific problems of risk.gkneral, risk must exist for trust to arise.
Trust would not be needed if there is complete certainty (or confidence); if there is complete
certainty, a person will perceive no risk. Hence, without risk there is no need to trust (Luhmann,
1988). If we viewfrom the opposite perspective, the absence of risk implies confidence (Egger,
2003). In other words, trust should be seen as confidence in the face of risk (Egger, 2003); except
confidence does not require a person to consider alternatives, whilestuises a person to

choose an action in preference to others (Luhmann, 1988).
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I n the <case of mobile banking, from the wuser
transactions. The risk arises due to the fact that banking transactions are pertormosdyr

The users do not have direct pergofperson interaction with a bank representative, and,
instead, interaction is mediated digitally. Especially for first time users, they risk using an
unfamiliar system to perform banking transactions. Whassemial is the designed interface

must generate a good initial trust, so the users can place their trust in the application to handle

their finances.
2.3.4. Trust in banking interfaces

In Kim & Moon (1998), an empirical study was undertaken that investigateshvgraphic
design el ements influence cust ofankingmterfaces. s pect
Kim and Moon admitted there are flaws in their methodology. During their experiment, they
requested their subjects to indicate the immediate fedlimgwas evoked by the interface; the

result is therefore the reactive exposure to the visual interface, not the actual experience of cyber

banking. There study could be interpreted as a test for user initial trust, because the immediate

evoked feelingiessentially the subjectsd initial trus
show users prefercybran ki ng i nterfaces tcoolho@ vigpnmmad!| our
colours . By usi ng such properties, t peeceiveds e r i

trustworthiness (Kim & Moon, 1998). Kim and Moon also admitted that their participants have a
homogeneous soctalltural background. The factors that satisfied their subjects might not
satisfy people with different soctalltural background. tfthermore, their study was conducted

for electronic banking interfaces over a computer; it is questionable that some of their suggested

properties might not apply in mobile banking interfaces.
2.4. Memory

Human beings have five senses (sight, hearing, srastk,tand touch); people use their senses
to capture information. The information is interpreted, filtered, processed, and translated into a
form of data (or knowledge) which is stored in memory where it can be retrieved when needed.

Memory can be consided as a placeholder where information is kept, and it is used for
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remembering things. In cognitive psychology, memory is defined as an ability of storing,

retaining, and retrieving of information.

Peopl eds memories bel ong sanexpleiacorhmunicatohn betwekmnu a |
persons to disclose information, the informat
Hence, memory can be seen as a private placeholder where information can be kept secret, and

the access to the informati@mcontrolled by the individual.

By exploiting this advantage, the concept of using password for verification is formed. If a
legitimate user holds secret knowledge and assuming the knowledge is not shared, then only that

user is able to present the cotreecret for verification, and, hence, the user is authenticated.
2.4.1. How do people remember passwords?

A password is a secret used for user verification. Depending on the authentication scheme, a
password could be represented in the form of text, imagesc.oHewever, no matter how a
password is represented, the most important is that a user can remember it. Here, we identify the

process of remembering a password as a two stage process: creating and learning; and storing.

The first stage of the processci®ating and learning. The creation of a password depends on the
policies adopted by the authenticating system; whilst some systems assign random passwords,
others allow their users to select personalized passwords. Some systems assign passwords to
their wsers because this guarantees the passwords are randomized, which also means the
passwords are less susceptible to dictionary attacks. However, evidence from other research
shows users remember passwords better if the passwords are chosen by the usdieshems
(Zviran & Haga, 1990). When people create a password, they attach meanings to the password or
they select something that is deducible from their knowledge as the password (Renaud & De
Angeli, 2004). Subsequently, the meanings or the knowledge atk assen index of the

password.
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During the process of password creati on-, a
term memor§ (Renaud & De Angeli, 2004). If the meanings of the password do not have an
impact on the user, or the user wagrdised while processing the password, the password will
most likely be forgotten. If a user is to memorize a password for a long period, the password
must be encod e dernm memadr{Renauds&de Angeli,12a04).g

If a password is purely randg such as a password selected by a system, users would have to
spend extra effort to learn the password. For a user to memorize a password without external
memory aids, Sternberg (1999) (cited in Renaud & De Angeli, 2004, pp102Z3) claimed that

one ofthe following must be true:

e The password must be meaningful or deducible; or

e The password must be based on some knowledge already encoded within-tieentong
memory; or

e The password must be rehearsed; or

e The user must have some special scheme for standgecalling the password.
2.4.2. Password memorability issues

Some of the most important issues related to passwords memorability are identified bgt Sasse
al. (2001) as under the following headingsitalic font):

The capacity of working memory (or shtetm memory) is limitedMiller (1956) identified that

an average human memory can hold only seven (plus or minus two) perceptual items
simultaneously in their working memory. Due to the limited capacity, with distraction (such as
multitasking) or stress, sers are bounded to forget some memory aids that help them to

remember their passwords during the learning stage.

* Shortterm memory is the active or working memoaityholds a small amount of information for a short temporary

period (about 20 to 30 seconds).

® Long-term memory is the static persistent memory that can hold information for a few days or as long as decades.
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Memory decays over timénformation stored in longerm memory may lose accuracy over

time; this decay is modelled by thHeower Law of Forgeéing (Bahrick, 1984). Because of
memory decays, people may not be able to recall a password, or not able to recall a password
precisely, over time. This implies that less frequently recalled items are less likely to be recalled
correctly; conversely, thenverse also applies, retrieval of frequently recalled items becomes
automatic (Sasset al, 2001).

Distinct items can be associated with each other to facilitate relaswords with distinctive
meanings are easier to remember because there are |lelspo@mongst the memory aids.
Conversely, similar items compete against each other during recalls €ats2001), and this

happens because of witHist interference (Wickens, 1992).

People cannot forget on demari®asswords will linger in memoryen when they are no longer
used. This means policies that enforce frequent password changes decrease password
memorability; whilst the old password remains

remembered.

Recognition of a familiar item is easi#ran unaided recallThe concept of recognition rather

than recall seeks to minimize usersod6 memory |
(Sharpet al, 2007). The visual items are used as memory cues for retrieving and matching
previouslyeen i mages from the usersd memor ytep Unl i k
process; the memory aid of an item must first be recalled, and then used as an index to retrieve

the wanting item from the userds memory.
2.4.3. Visual memory

The concept of recation rather than recall leads to studies of visual memory performances.
Prior cognitive studies have shown that people are much better at recognizing previously seen
graphical information than at precisely recalling textual information (Paétial, 1968;
Madigan, 1983). Graphical images provide a rich and detailed representation in memory, which
also makes them distinctive at the time of retrieval (Nelson, Reed, & Walling, 1976). In addition,

peopl ebs visual me mo r i e s heaeclme df eogngive hbilitieg sugh t o b
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as ageing, which often occurs to other types of memory (Park, 1997 cited in Renaud & De
Angeli, 2004). The increase in visual memorability is predicted byitttare superiority effect
(Nelsonet al, 1976); it prectts concepts and information are more likely to be remembered if
they are presented as images rather than as text. In other words, people can remember more

images more accurately and far longer than semantic text.

Visual and verbal (or textual) informatioare processed differently; this is explained by a
concept introduced by Paivio (1971), calththtcoding theory The theory describes the human
mind as having distinct channels to process information that are represented separately in
different forms. Br example, when people watch a movie, they can interpret both the visual and
verbal information. This is possible because their processing channels do not interfere with each
other. However, each channel has its limitations. If pictures and words arprbsémted in a

visual format, such as watching a movie with subtitles, then the audience will experience
difficulties attending to both sources of information simultaneously. This happens because
people can only process one source of information froms#ime channel at a time, which
means, multiple sources in one channel compete for attention. Furthermore, the theory explains
information that forms a picture can be recorded in both visual and verbal memories, whilst

abstract concepts, such emotions, aally be recorded in verbal form (Paivio, 1971).

Understanding of the duabding theory is important for authentication system designers. Users
can use multiple channels to process a password if it can be represented in visual and verbal
form; thus improveshe password memorability. Also, if a password is represented visually, such
as a graphical password, then it is important for the designer to ensure the sources of information

are not competing for attention from one channel.
2.4.4. Kinesthetic memory

Kinesthet ¢ memory (or muscle memory) is associate
skills, such as arm movements, within their nemmascular system. Before a motor skill is
adopted, muscle movements require concentration in order to move in the corr¢8imiayg,

2007) . Through ©practice, the movements are s

memory. Once the movements are consolidated within the kinesthetic memory, the person
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becomes adapted to the action and requires less concentration egeaphecision of the
movements. The movements become more natural and automatic (to a degree, without thinking)

as they are reinforced though repetition. For example, a novice basketball player must calculate
factors, such as the amount of throwing powee; body position; the aiming direction; etc. to

throw for a basket, whilst the same action can be performed more naturally by a professional

pl ayer. The skil! of shooting a basket i's di
The novice playerds | i ttl e experience to perform the
movement of shooting a basket is not registered within his/her kinesthetic memory; therefore, the

pl ayerdés response system requires | onther tim
professional player has more practice and the throwing action registered within his/her memory

allows the processing to become more efficient, and the shootings become more accurate.

A previous study by Chapmatal.( 200 1) suggest shang gaygah iempostantd o mi n
role when it is used for targeting locations over time. Their study was conducted with right
handed participants, and the results show clear differences in the stability of target location over
time. The right hand memory for targktcation did not decay overtime, but the pointing
accuracyfor the left hand did decreas&heir results suggest kinesthetic information stored
within the memory is asymmetric and accuracy depends on the hand used. Furthermore,
Chapmenet al. state thereare two memory stores for targeting locations, one based on
kinesthetic information and the other based on visual information. The memory based on
kinesthetic information is limb specific, while the one based on visual information is not.
Another study byKhoshnoodiet al. (2005) discovered that for a kinesthegigided distance
reproduction task, such as moving an object from point to point, the initial hand position is more

i mportant than the end positi on. litylfandeaccuracy t i al
of performing the task. Khoshnooeli al. also discovered that the presence of visual information

can affect the accuracy of the task. Thus, the correct presentation of visual information is

important for any kinesthetic reproduction task
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2.5. Security threats

Security threats of authentication systems can be classified into two categ@iesousand

non-malicious

Malicious security threatis a state when a system or a user deficiency is being exploited by
illegitimate users with an int¢ion to do harms. Phishing (or smisHingttacks, for example, are

a malicious activity made by attackers to trick legitimate users to give out their login passwords
or personal information. The obtained information can be used to gain access inte thes (s
accounts. Other common forms of malicious attacks against password systetndi@amnary

attacks keystroke loggingandshouldersurfing

Dictionary attack is a type of password attac
password. Usrs tend to choose weak passwords (Adams & Sasse, 1999); therefore this attack is
most efficient against authentication systems that allow users to choose personalized passwords
without policy restrictions. A more exhaustive version of dictionary attabkute forceattack;

it attacks a password by trying all possible combinations of password elementgt(dgn

2004).

The other methods are more direct. Keystroke logging requires a Trojan horse program installed
and running on the authenticating devigé¢hen the user enters his/her password, the program
records the pressed keys. This type of attack is difficult to initiate on the mobile platform; this is
because the attacker must first trick the user to explicitly install a key logging program onto the
user 6s mobi | e -sdafeny is thee easieS Imethotl. dleerconcept of shoslaiding
refers to someone watching over the userods s
capturing the password (Wiedenbeek al, 2006). With the correct reating equipments,
shouldersurfing becomes easy to achieve, especially when capturing passwords being entered

into a fixedlocation device. However, since mobile devices are movable, the attacker is required

® Smishing is a form of criminal activity thaends phishing messages using SMS text messages.
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to spend more effort to place the equipment oatbthe right location to record the password

entry.

Non-malicious security threats a state when security information is exposed temafevolent
personnel, such as friends or family members, but no harm is expected. People may divulge their
passwords wh someone their perceived trustworthy; ultimately, this action is sharing their
authorization. From a security viewpoint, this is considered as an insecure practice; however,
from a user perspective, sharing passwords helps users achieve the desjred. getieving

the correct password when it is needed. Often, people share passwords because their passwords
are too complicated or they have too many passwords to remember (Adams & Sasse, 1999).
Users see the complexity of passwords as a mental wdrkdoa instead of spending effort to

adapt to secure practices, people choose to share their passwords to shed the load.

Sasseet al. (2001) identified that some people share passwords becaugentfy issuesand

social issuesAs identity issues, somgeople feel that exhibiting good password behaviour is
often associated as Oparanoiddbé or O6pedanti céo.
regulations because they do not like following orders. Likewise, some people share passwords
because obocial issues. Sharing password is considered as a sign of trust; whilst refusing to

share passwords with a person is effectively telling that person that he or she is not trustworthy.

There are cases where some people have no options but to share sbworgs. Disabled
people and illiterate users, for examples, are dependent on their helpers to operate an
authentication system. Hence, those users are forced to disclose their login secret.

2.6. Authentication schemes

Authentication schemes can be grouped abog to what the verification proofs are based on:
what the user knowsvhat the user is or dopandwhat the user holdéRenaud, 2005). These

are the three common factors that an authentication can use.

User authentication has traditionally centredvarat the user knowsA secret knowledge, also

known as a password, is only given to a legitimate user; this secret is shared only between the
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user and the authentication system. During authentication, the user presents the secret, and the
system verifies th user by checking the validity of the secret. In general, the system requires
users to memorise knowledge items and recall the items during verification ¢bats2001).

This concept of verification is known &sowledgebasedauthentication. So fathis scheme is

the most popular form of authentication, because it does not require exclusive devices and it is
inexpensive to build (Renaud & De Angeli, 2004). Although knowlduged scheme are the

most common, there are downsides, such as memorasditgs. In the search to resolve those
problems, alternative techniques are identified.

Al ternative mechani sms t wratthe pseraswedoamdwatthed | den
user holdsare biometricbased authentication andokenbased authettication, respectively.
Biometricbh a s e d techniques veri fy aphysidogical and/gr e x am
behaviouralattributes through the direct measurement of certain properties (Jansen, 2003); these

properties are known dsiometrics (seeFigure 2 for examples). And, tokehased methods

(e) ()

Figure 2. Examples of biometrics. Physiological: (a) DNA, (b) eye iris, (c) facial, (d) fingerprint;

Behavioural: (e) signature, (f) speech
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verify a user by validating the authenticity of an object that the user presents or holds, such an

object is typically known astaken(Renaud, 2005).

A fourth-factor for authentication veaproposed by Brainaret al. (2006), using the notion of
fiSomebody you knaw. The technique makes wuse of human
social interactions, a person can be identified to another through an introduction by a common
acquaintanceTherefore, the fourtfactor suggests the use of introduction by an authenticated

user for verification. For example, if Bob wants to authenticate to a system called Cathy and
Alice is a legitimate user of Cathy, then Bob can authenticate to Cathy thaougtroduction

by Alice. This authentication technique could be very useful in a group environment where
members trust each others. However, for individual login systems, such as mobile banking, the
fourth-factor cannot be used; this is because a pafldmnk account belongs to an individual,

not to a group of users. Hence, individual accounts are not interrelated.
2.6.1. Biometric -based authentication

Bi ometric authentication verifies a user base
if it recognizes the user. To do so, users are required to participate in an enrolment process
bef orehand. I n whi ch, the system captures the
and stores the template in a database. To authenticate, the user piswrtbiometrics. The
verification is essentially pattern recognit.i
features from the collected data, and comparing the features against the template in the database
(Jainet al, 2004) (seéigure3).

As biometrics are impossible to lose, there is no memorability requirement when using them.
Biometrics are distinctive and intrinsic to each person; they are inherently more reliable and
more capable than the other authenticateminiques in differentiating people (Jainal. 2000).

As a result, biometrics scheme can be used for identification and verification, which is deemed
as advantageous. Although biometrics are unique, not all biometric authentications are perfect;
some bometrics can be forged. For example, if a system employs facial recognition, an attacker
can use a photograph of the user to fool the system. Biometrics authentication, especially

physiological biometrics, does not handle forgery well. If a biometricrgety it remains stolen
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Biometric Extract
sensor features Template
<L Database
Compare l I
features

Validity

Figure 3. Biometric verification process

for life, and there is no changing back to a secure situation (Schneier, 1999). This is because
biometrics have the property of being permanent, unlike passwords where they can be reset,

biometrics cannot be replaced.

People belieg facial recognition could work, as that is the natural Wwasans identify each
other(Coventryet al, 2003). People also perceive fingerprints must work because they are used
as evidence in law enforcement (Covengtyal, 2003). In fact, the generakmeptions are
wrong. Iris verification, using the complex visual texture of the iris for distinctive identification,
is the most reliable biometric authentication (Coventry, 2005). The accuracy of iris verification is
much greater than fingerprints. Itaslvantageous because iris images can be acquired from the
individuals without physical contact (Coventey al, 2003), and forgeries, such as artificial
irises (e.g. contact lenses), are easy to detect gtaml, 2004). Iris scannerusea high
resodki i on camera with a zoom |l ens to capture an
iris are then used for verification. Furthermore, the iris images must be acquired ir a non
obtrusive manner, i.e. the system cannot expect the user to be staittintdpe eye in a
predefined position (Coventst al, 2003); consequently, the sensor unit must cope with a wide

range of angles and positions.

Biometric authentication has been adopted for banking interfaces. Integration of fingerprint
authentication nto ATMs is feasible. Although ATMs with fingerprint verification are not
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Figure 4. An ATM with fingerprint verification

common, they have been put into practical use (dgare 4). Besides fingerprist other
biometrics have been proposed for ATM verification. Iris verftrais one of the possibilities,

and it has already been piloted in ATMs. Coverryal. (2003) conducted usability studies of
biometric verification at the ATM interface. Their initial study shows biometrics technology has
usability issues, but succegkfogin experiences can influence user opinion and confidence in
using the technology in the future. Covenatyal. further conducted a field trial study, their

results show over 90% of the interviewees were satisfied with iris verification, and wetéd pr

it over PIN authentication. However, it is arguable their result may not apply in the developing
world. Many people from the developing world are less experienced with biometric
authentication; the lack of understanding of biometrics may influense¢ho peopl eds opi

adoption.

Using biometris for authentications appears to be a usable form of security, there are many valid
reasons to adopt biometrics for authenticati@uch as memorability and acceptability; however

this assumimon is flawed.Every biometricdevice has its own usability issues (Coventry, 2005).
Onthe surface, biometrics may seémbe beneficial because tfeir uniqueness; however, the
current technology is susceptible to failure. When comparing biometric data, the algot#tm
establish fault tolerance. Narrowing the limits increases security from false positive detection,
but at the same time, the system becomes more restrictive which decreases usability. So,

ultimately, biometric authentication suffers the security veusadility dilemma.
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Furthermore, biometric authentication requires devices with a biometric sensor. Most mobile
phones on the current market are not equipped with a biometric sensor; as a result, this

verification scheme is not suitable for mobile banlkanghentication.
2.6.2. Token -based authentication

The concept of tokebased authentication consists of two steps. Initially, the system assigns

each legitimate user with a token, and the tokens are assumed to be used only by the assigned
users. The systemvdrifes a user based on the usero6s poss:
not responsible for checking the legitimacy of the token holder; instead the responsibility of
keeping the token protected belongs to the assignees. The process of key ignitisahictea

for example, regardless of the identity of the driver, as long as the person uses the correct key to

start the vehicle, the engine will run.

A good example of a tokdmased payment system is Octopus card (Octopus Cards Limited,
2005) (sedrigureb) in Hong Kong. It is a contactless payment system where a user places an

RFID’ card over the reader to conduct payment. The system employs thefaaigtetoken

L
)

£

7

*

Figure 5. (Left) An image of Octopus card. (Right) A user using an Octopus card for

payment.

" Radio frequencyidentification (RFID) is an automatic identification tagging system which uses an integrated

circuit to emit data, which allowing the receiver to retrieve the stored information foifickgian.
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authentication strategy, which is based on the presentatiore dRFfD card. Although using

such strategy increases usability, as no prior enrolment and no memorability are required,
however, the system cannot verify the user if the token is not presented. Therefore, the user has
to remember to carry the token.

A tokencan be stolen and used by others. To reduce the possibility of illegal access, a system
can employ a strategy callégo-factor authenticationthe system requires the user to perform
multiple authentications during login. This strategy is most commadg with the combination

of a token and a password. The tfaotor combination can still protect the user if one of the
factors is compromised while the other factor remains secured (Renaud, 2005). ATMs use this
strategy; an ATM user first uses his/her bamard as a token for identification, and then the
system requires the user to enter a PIN for verification. While this strategy may seem to work
well with tokerrbased authentication, however it complicates usability because the second factor

requires addion effort from the user.

In some mobile banking solutions, one can perceive a mobile phone as a token. For example,
solutions that wuse the userds mobile number
a token. However, this also indicategls applications are hardware dependent since the same

SIM card must be used.
2.6.3. Knowledge -based authentication

The use ofsecret knowledge for authentication is not a new concept. Indeed, it was used before
computers are existed. In ancient time, Julius &aesed a key cryptography technique, called
Caesar cipherto commuitate with his generals. He usadkey to cipher messages; the key is
essentially the secret knowledge. Although the example above is for cryptography, the main
concept of using a passwvdorfor protection remains the same; without the correct secret
knowledge, it is difficult to gain access to the system and its information.

Nevertheless, there are also flaws in knowlebgseed authentication. Usability and security

problems arise becausagswords are expected to comply with two conflicting requirements, but
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meeting those requirements is almost impossible. The requirements are identified by
Wiedenbeclet al. (2005b, p104):

Passwords should be easy to remember; authentication should headteauickly and

easily by humans.

Passwords should be secure; they should look random and hard to guess; they should be
changed frequently, and should be different on different accounts for the same user; they

should not be written down or stored in iplaext.

In computing systems, a secure authentication system requires strong passwords to prevent
attacks (Yaret al, 2004) . |l deal |l vy, a strong password i
beings being what they are, there is a strong tendency forepgophoose relatively short and
simple passwords that they can remember. o (M
there is a conflict in satisfying those requirements. According to Yahoo! (2004), the most
common passwords ar e ,iparsosnveoyrod o0 ,a nfdG ofid 0o,v efds. e XDo
not a good idea; people choose passwords based on memorability over security. As a result,
password authentication is recognised as grone (Dhamija & Perrig, 2000; Sasst al,

2001).

To increase passwordemorability, Yaret al. (2004) suggest a method of using the pass phrase
approach for password generations. For exampl
oldo and choosing the first |l etters ofgheach v
this approach helps users to choose password that are harder to guess with a mnemonic phrase,
this method is only suitable for alphanumerical passwords; the approach cannot be applied for

PIN selections, as logical phrases are seldom made up of nupnbers

An alternative to simple passwords is cognitive passwords, also known as semantic passwords
(Renaud & De Angeli, 2004). Instead of requesting a user to present a password, the system asks
a set of questions and authenticates the user based on thetiseamswers. This solution

improves memorability by asking questions that the user has already known. However, this
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solution suffers t he same problem as nor mal

predictable, especially if the attacker knowsubker well.

PIN authentication is currently used across all mobile banking applications. Yet, PINs are easily
forgotten (Renaud & De Angeli, 2004). People find that remembering strong random PINs to be
challenging (Yaret al, 2004). To cope, people chooBéNs that are memorable, yet easy to
crack (e.g. R00000 and A12340). Al so, users a
such as users write down their PINs (Sheirjal, 2007); previous study has reported that up to

50% of users write theirgsswords down (Adams & Sasse, 1999). Furthermore, some passwords

are recorded in obvious locations or near the authentication mechanism for easy access. To
circumvent these problems, alternative solutions, such as graphical authentication solutions, have
been proposed to increase memorability of t he

memory.
2.7. Graphical Authentication

A graphical password is a secret in an imagery form. A human user inputs the secret into an
authentication system with the aid ofwal cues, graphical inputs, and output devices (Monrose

& Reiter, 2005). The techniques of graphical authentication can be classified into three main
categoriesLocimetric Drawmetricand Cognometric(De Angeliet al, 2005). In the following

subsectionseach of the thniques is explained in detaihd with examples.
2.7.1. Locimetric

Locimetric (or locatiorfbased) authentication is a technique where the system provides an image
as a memory cue and relies on precise position recall to authenticate. Thiguediegjuires a

user recalling a password by identifying a series of predefined points on a background image.

One of the earliest locimetric authentication techniques, cgfigghical passworgdis discussed
by Blonder (1996). The technique is based on enaged recall; it requires a user to touch a set
of predetermined areas on an i mage i n a sequ

graphical password is illustrated Figure 6. A major problem of this scheme is identifibg
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Figure 6. An example ofB | o n slgeaphical password(Blonder, 1996)

Wiedenbecket al. (2005a); they identified that the number of predefine click regions are
relatively small, so the password must be long to be considered secure. However, usability
decreases as the length of a password increases. Wiedenl@ol2006b) proposes a solution
called PassPointswvhich overcomes this problem. The advantages of their solution are: (1) it
allows users to submit their preferred images for visual cue, (2) users may choose any click
points as a password, and (3) the toleranoe @i the clickable region around the password click

points can be varied.

Although PassPoints is seen to improve the solution, its advantages are also its disadvantages.
For PassPoints to be effective, it requires an intricate background image. Altheerghare

allowed to submit their preferred images, but choosing a picture with enough visual salience and

yet does not addle user selections is a difficult task. In other words, users might select images
with merely few distinctive salient areas. Alsa, simplicity, users are most likely to select click

points that are easily distinguishable. Hence, both of these problems lead to passwords to become
predictable. This is confirmed by Dirit al. (2007); they developed a modelling system which
predictsuer s6 choice in PassPoints selection. T h e

achieve 70% to 80% correct prediction (Segure? for example).
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Figure 7. Actual (left) vs. predicted (right) click points (Dirik et al, 2007)

Loci metric authentication relies drnocliche user s
specific positions on the screen with some level of precision (Renaud & De Angeli, 2004), i.e.

the accuracy of finding and pointing at locations on the screen. However, the precision varies
amongst users, which is why a tolerance region arali@ click point is needed. The size of the
tolerance region can affect user inputs. Smaller region causes the system to reject more false
negatives, and, conversely, bigger region causes the system to accept mguesfalsess. This

is further verifiedby Wiedenbeclet al. (2005b); they reported that tolerance regions of smaller

than 10x10 pixels seriously impair users6 mem

PassPoints and Bl onder 6s ¢ mathod of doa thesepsystemavo r d ¢
require an interactive interface where users can pick locations from an image, i.e.-adoaerh

input interface. For mobile devices, locimetric authentication is suitable for PDAs and touch
screen smart phones; however, they are not suitable for standaii@ phones with a keypad

interface.

Besides using locimetric for graphical authentication, Renaud & Smith (2001) propose-a paper
based mechanism, calldiminy, which augments the process of recording passwords securely.
Jiminy uses hungapnzzlé abilityto emird éha userk of their password. To
record a password using Jiminy, the user chooses an image, selects a template, and picks a
location inside the image to place the template, and then the system records the password

37



2.BACKGROUND

characters, alan with the random decoys characters. A grid of recorded characters is
superimposed on the image and printed for a physical record. To retrieve the password, a corner
of the template is aligned on the previously picked location in the image, and theerisanhc

the password are revealed through the holes of the templatédsee8).

Figure 8. A user locatinga password using a Jiminy template (Renaud & De Angeli,
2004)

Jiminy has been reported to successfully help users to remember their passwords (Renaud &
Smith, 2001). Renaud & De Angeli (2004) confirm thatgleademember spatial position better

than simple password (passwords based on syntactic knowledge of a word), but worse than
semantic passwords (passwords based on answers of semantic questions). Furthermore, Jiminy
suffers from several flaws. (1) Duringgsword retrieval, Jiminy requires the user to have the

grid and the template; if any of the artefacts is missing, the system is useless. (2) Although
Jiminy helps the user to retrieve his/her password characters, the user still needs to recall the
exact gquence to form the password; eventually the solution becomes an anagram problem. (3)
Jiminy shifts a knowledgbased authentication to become a tekaesed authentication (i.e. the
template and the printed grid as tokens), but it requires extra effortH user to remember the

position and the sequence of the password characters.
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