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Abstract: There have been numerous evaluations of DRM sygstantd most of these evaluations
have focused on the end user experience of DRM mgstélowever, some of the problems
identified by these evaluations are not simply sulteof business strategies by the various
vendors, but caused by the underlying deficienicighe DRM architectures themselves. For this
reason, in addition to evaluating the user expedethere is a need to evaluate each DRM system
as a software system.

In this paper, we present 27 requirements, dividemthree categories, drawn up from a number
of different sources (from consumer requirement®®RM standardisation programmes) to create
an evaluation framework for DRM. We then benchmaik fdifferent DRM systems (two media
systems, two enterprise systems) against this frame and identify some of the universal
problems in current DRM systems. In our analysis,fiwnd 4 major flaws with current DRM
systems: the lack of user authentication, lackeviak and platform portability due to the reliance
of device based authentication, poor support feocation and modification of access rights and
a poor understanding of legal and social requirgésieam the developers of the DRM systems.

Keywords: DRM, iTunes, Windows Media, Microsoft RMS, Adobe ddanent Security, DRM
Requirements, DRM architectures

1. Introduction

There have been a number of articles (in academsia as [42], in the
press and in blogs) evaluating different DRM systefdl these evaluations
focus on the effects of the DRM system on the es&d.UThus, these evaluations
do not consider whether the system manages to biloalthorised uses, but
rather how many devices the user can use to regmdected content. As far as
we know, there have been teghnical evaluations of DRM systems.

There are two primary motivations behind technealluations of DRM
systems. Firstly, such an evaluation can poteptialleal the architecture of the



system, and thus explain some of the user exp@&sesgsociated with such a
DRM system. For example, Apple Inc.’s reluctanckdense their DRM
standard to rival manufacturers could be explalmethe integration of the
DRM architecture in the complete system, and thag not simply be a
reluctance to license the file formats.

Secondly, an evaluation framework allows developéesxisting and
future systems to address the various gaps inimgisystems. This is also a
necessary step in any standardisation procedsislpdper, we present an
evaluation framework for DRM systems, drawing oguieements from a
number of different sources (discussed in sectjo®@@r evaluation framework
defines 27 requirements that need to be addregsiedtb enterprise and media
DRM systems. We then use our evaluation framewmexamine four different
existing DRM systems.

2. Sourcesfor Requirements

We have examined a number of different sources rawdup the
requirements discussed in this paper. In [18], @iaitet al. were one of the
first to discuss requirements for content protecBgstems, and they were also
one of the first to discus the parties involvedaiidRM value chain. In [43],
Park et al. discuss different taxonomies for canpeotection systems and a few
technical requirements for DRM.

There are a number of different organisations thatve released
comprehensive technical requirements for DRM. Theguirements by
Networked Audiovisual Systems and Home Platform&\(8HP) [8], the
Digital Media Project (DMP) [10] and the TIRAMISUrgject [32] are quite
comprehensive, but all focus specifically on med&M systems. The
requirements documents, especially from the DMPehgene through many
iterations and refinements, and differ drasticlityn their initial versions [49].

Unfortunately, technical requirements rarely ackieolge legal or social
requirements for DRM systems; and when they doigpsach requirements,
they are often vague and even contradictory. Famgke, conflicting needs
specified by the TIRAMISU project are the need fttstailed tracking and
monitoring of content usage information and thedrfee user privacy. We have
drawn our requirements for social and legal reguénets from two main
sources: Mulligan et al’s evaluation of media DR&stems on the
infringement of “personal use” in [42] and the Gmnfor Democracy &
Technology’s criteria for evaluating media DRM i2].

There are two independent surveys that have igatstl the respondents’
usage patterns for physical media, their habits attithdes concerning digital
piracy as well as their attitude to DRM and othewsntent protection



mechanisms. The INDICARE project [26] was a compredive survey on
European users, while Arnab and Hutchison’s suimeji6] investigated the
relationships between the physical and digital madiage patterns. Some of
our requirements are motivated by the results egatsurveys.

An additional source for requirements can be founteature descriptions
of enterprise DRM systems, patrticularly when thegatibe certain use cases.
In most cases, these features are already covwetbd bther sources mentioned
above, but the use cases often bring a unique g@&iep on the requirements.
These documents include systems from Adobe [9],héuniica [17] and
Microsoft [38].

3. Requirements

We have categorised the requirements for DRM systemio three
categories: core requirements for access contsabpility requirements and
legal and social requirements.

3.1 CoreRequirementsfor Access Control

DRM is a form of access control, and thus every DRydtem need to
implement features that allow for access controk. &y protected resource,
access should only be granted if the consumer Iduldll the defined
requirements associated with that resource. Shibeladesource be moved to a
device which cannot interpret and enforce the a&ccestrol policies, no access
should be given.

Requirement 1: Provide Persistent Protection: Access to the resource
should only be granted when the consumer fulfilghed requirements set
out by the access control policies. Furthermore,rdsource should not be
accessible if the device cannot interpret or emfotitce access control
policies.

Access control is inherently a two part procesherd is an authentication
process, and once the parties have been authexti¢here is an authorisation
process — i.e. is the person who they claim toalbe, is that person allowed
access to that resource. The user in a DRM systemoti necessarily the end
user, but includes any person (natural or legailired in a DRM system, such
as the rights holder or a third party processingnent.

Requirement 2: Represent User Identity: Before a user can be
authenticated, the user must be identified. The identity has to be
globally unique, since DRM protection has to be ligopglobally. User
identity is often closely associated with autheaitan protocols, and thus;



Requirement 3: Support multiple User Authentication Protocols:
Authentication proves the validity of a claimed ntlgy. Since there are
already a number of existing secure authenticgtirmocols, it is easier to
accommodate these protocols than to create newraidation protocols.
The user is not the only party in a DRM transacti®acause DRM aims to

control the use of content, there is a need totiiyeand authenticate data
content as well as the devices which wish to retfiezcontent.

Requirement 4: Represent and Authenticate Resour ce Identity: To
control access to a resource, the resource fiestiqnéo be identified in a
globally unique scheme. Once a resource can bdifiddn there is also a
need to verify the correctness of the associateiwden the resource and its
identity.

Requirement 5: Represent and Authenticate Device ldentity: To
confine access to a resource to a particular devimre needs to be a
mechanism to define the identity of the device. ®©acdevice has been
identified, there is a need to verify the corresmef the association
between the device and its identity.

While access control can be defined for an indiglduser, resource and
device, it is also useful to control access througiined groups of users,
resources and devices. For example, it could bdéuluse define location
domain, such as a department in an enterprise,emiata can be accessed.
Furthermore, access control can also be defineagththe function of the user
in an organisation [27](or society) and this fuontlity should also be catered
for in DRM.

Requirement 6: Represent and Authenticate User Groups. There is
a need to control access to data to a defined grbupers, and there should
be a mechanism to define and authenticate sucbuping.

Requirement 7: Represent and Authenticate User Roles: There is a
need to control access to data through a defintiothe functionality/role
played by the user in an organisation. There shbelda mechanism to
define and authenticate that the user belongsetdéfined role.

Requirement 8: Represent and Authenticate Resource Groups:
There is a need to control access to data to aatkfiroup of resources, and
there should be a mechanism to define and autl¢atizich a grouping.

Requirement 9: Represent and Authenticate Device Groups: There
is a need to control access to data to a definedpgof devices, and there
should be a mechanism to define and authenticateagrouping.

The above requirements are all involved in autlbatiig the parties
involved in a DRM transaction. Once the partiesaarthenticated, authorisation
for the parties is required.

Requirement 10: Represent the Authorisation (Use License): There
is a need to define the authorisation for an iriliad person, group or role



to access one or more resources on one or a gfalgviges. The data unit

that provides such an authorisation is hereby medeto as aise license

Requirement 11: Authenticate the Use License: There is also a need
to ensure that the authorisation is created byppeopriate party (the rights
holders or one of their representative), as well tles integrity and
correctness of the use license.

Requirement 12: Support User Duties: Consumers may be required to
perform certain actions before they are authorésmuss. For example, in a
media DRM setting; the resource may have a limited evaluation stage
(e.g. shareware) and then the consumer is reqgtarpey for further usage.
Thus, the consumer would need to show proof of gaygrbefore getting
authorisation for use. This scenario is not regdcto the media DRM
scenario, and may also be required in an enterpdeeario; for example, a
consumer may only be granted access to an applicatince (s)he has
passed the training for that application.

Requirement 13: Revocation of Rights: Access control rights may
need to be revoked for a number of reasons sutiieasonsumer violating
the terms of the agreement or the consumer gedtididgferent use license
for the same work. Thus, there needs to be anafficnechanism to revoke
access control rights; but at the same time reimtdtas to be controlled in
a fair manner.

Requirement 14: Update of Rights: Access control rights may need to
be changed for a number of reasons such as thaimmensacquiring an
extension of the agreement beyond the stated pdrfags, there needs to be
an efficient mechanism to update access contrbtgjdut at the same time
updates have to be controlled in a fair manner.

We contend that the requirements discussed abowstittie the core
requirements for any DRM system, and define theimum requirements for
persistent access control. However, there are a#guirements for general
DRM systems which we are going to discuss in theaiader of this section.

3.2 Usability Requirements

There are a group of requirements that, though strattly required to
provide access control, are very desirable for aMDRystem. These
requirements, such as portability, are demanded tree users (producers and
consumers) of the system and can be termed edskatiares required for a
DRM system, and systems that have these featueedikaty to have more
success and attract less criticism.

Chief amongst this group of requirements is politgbiand the lack of
support for portability in DRM systems has attrddige most criticism in DRM



systems in academia [42], consumer groups [12][@6hlic comment [3] and
the media [20, 11]. Mulligan et al. defined portépias:

the ability to use acquired content on any suitable device, regardless of
ownership in the device or its physical surroundings. Portability also refers
to the ability to shift the format of a copy. [42]

We believe that portability can be distinguishedoirfour different
categories, and each category can be seen asiaidiiadl requirement for any
DRM system; although the importance of the requaets can vary between
different applications of DRM.

Requirement 15: Time Shifting: Time shifting refers to the ability of
the DRM systems to regulate when the consumer sesesprotected work.
In the media DRM space, time shifting could be usedent works to
consumers for limited time periods (similar to avirorental or library). In
the enterprise, access of corporate infrastructredd hours” is already
used in intrusion detection and other securityaistitucture and time shifting
restrictions in DRM could be used in a similar vein

Requirement 16: Format Shifting: Format shifting refers to the ability
of the DRM systems to regulate the consumer’stghii change the format
of the data file (without affecting the access oointules), and Mulligan et
al. argued that it is an important portability issm media DRM systems
[42]. Format shifting could be important in an eptese for similar reasons
— for example, the enterprise could keep interrsdh cstored in a certain
format and in a different format when releasedtteencompanies or even
to the public (in the case of financial statemefois example). Format
shifting should also allow for easier integratioretheen different
applications across different platforms.

Requirement 17: Space Shifting: Space shifting refers to the ability of
the DRM systems to regulate which devices the aoesican use to access
the protected resource. Space shifting operatelsinvthe same type of
device and operating system.

Requirement 18: Platform Shifting: Platform shifting refers to the
availability of a DRM system across multiple dewcand operating
systems. In a world with multiple types of convergeevices, users can
expect to access protected resources on mobileephportable computers,
desktop computers and hand-held computers to nafee.aEach of these
devices also supports a number of different opggasiystems, sometimes
from the same vendor. Thus, platform shifting refer the DRM systems
ability to support multiple operating systems aedides.

For portability, DRM systems need to be able topsupthe regulation of
time shifting, format shifting and space shiftinbile implementations of DRM
systems need to support the implementation of guatfshifting. There are



requirements other than portability which can beuged under usability
requirements, and we discuss them next.

Requirement 19: Integration with Existing Applications. Current
DRM systems introduce their own applications inesrdo enforce the
access control policies. This strategy is howewdr feasible in the long
term: in the media DRM space, consumers want thacehfor which
applications they want to use, because of fantijiam features provided by
these applications. Similarly, enterprises oftea ssftware developed for
their specific needs and resources that need tqorbeected are not
necessarily generated by applications suppliedussent vendors of DRM
systems.

Requirement 20: Delegation of Rights: At least one user has to have
the right to delegate rights to other users (engaathor has to be able to
delegate the right to view to a reader); but thisrea need to control
delegation of rights. We are however interestedelegation of rights after
the initial delegation, and if possible, all asgeof delegation must be
possible. Delegation of rights could also incluide transfer of rights (either
temporary or permanent) between consumers of a.wlrlpermanent
transfer of rights can effectively be seen as agcation followed by a
granting of rights, without the rights holder exagtadditional payment (or
other duties).

Requirement 21: Fine Grained and Flexible Access Control
Specification: The use cases for DRM systems in general demarmd fin
grained access control — not just control on thditional read, write and
execute but also application specific controls.tlr@nmore, restrictions on
specific controls would also be preferred. Becaok¢he variety of use
cases for DRM, there is also a need to create blliexaccess control
specification, with the definition of the contraléfering according to the
use cases.

Requirement 22: Tracking and Monitoring: Although not a feature of
DRM itself, monitoring the access and usage patavh users (both
consumers and producers) can be easily achievedaninenterprise,
monitoring the usage of confidential data is crijciand should
compromises to security take place, access logsiseqgke patterns would be
very useful in tracking down the source of the coompse.

However, with the ability to track and monitor usagrivacy does
become a concern. Monitoring employee activity e tworkplace is
already a contentious issue, while monitoring camxs in media DRM
systems could be illegal in some countries, angadly attracts criticism in
academia [42] and the public [3]. Thus, the abitibytrack and monitor
usage is only desired in certain applications oM)Rnd care needs to be
taken to stay within the boundaries of appropnmatsitoring.



Requirement 23: Offline Usage: Communication networks are not
perfect, and there are many situations where coesi(or even producers)
may not have access to the Internet (for examplaroaeroplane), or may
need to access resources on devices which havennedtivity (such as the
current generation of Apple iPods). Thus offlineges is desirable; but does
have its drawbacks — offline usage reduces monijorand tracking
capabilities; and may also limit the control degiréor example in an
enterprise, if an employee is fired and the empmdyas protected data that
can be accessed offline, the employee could iihin access to the
protected data. Generally, online usage could heimed periodically but
not necessarily all the time for operation

3.3 Legal and Social Requirements

Ultimately, transactions regulated in a DRM systara governed by
applicable laws. When disputes do occur, the oaly $olution to the
disputes can be found through arbitration or thertso However, current
DRM systems (and arguably most computer systemg)atdaonsider the
legal implications of the services they provider wo they have clearly
identifiable legal frameworks under which they aier

Requirement 24: A Legal Framework for DRM: There is a need
to identify and position DRM systems, and the teations in a DRM
system, in a comprehensive legal framework. Thealldgamework
should address concerns relating to copyright lat &air use and
personal uses such as portability and archiving.

Consumer organisations have also commented on soimehe
requirements for media DRM systems with respedetdures consumers
expect from DRM systems. Some of these requireneamde addressed as
part of a legal framework, while other requiremedttisnot necessarily have
any legal backing. These requirements also appilgofagh at times, to a
lesser degree) to enterprise DRM systems.

Requirement 25: Transparency: DRM systems should clearly
disclose the restrictions imposed. The restrictsimsuld be available to
the user before the resource is acquired, anddbe should also have
the means to view the restrictions during use. Hewrhore, the
restrictions should be clearly stated and docunggrded not hidden
away in complex agreements and user agreements.

Requirement 26: Privacy and Anonymity: The requirement for
privacy and anonymity, goes against a previousliestrequirement for
monitoring and tracking. While both can co-existhe same system, a
system that provides tracking and monitoring caruiaim to provide
complete user privacy and vice versa. However, spants of both are



required for generalised DRM systems, and the rarigihe features
implemented will depend on the exact application.

If monitoring and tracking are implemented, the russust be
informed of what data is being collected, how thiected data is going
to be used, who will have access to the collecttd dnd how long the
collected data will be stored.

Requirement 27: Do Not Alter Platform Functionality and
Performance: Implementation of a DRM system should not dradiycal
alter the functionality or performance of the whalgstem for non-
protected works. This includes the introductionseturity loopholes
through the DRM system, or the need for additiosaftware or
hardware to regain functionality or performance.

4. Evaluation of Existing Systems

In this section we evaluate 4 existing DRM systeagainst the
requirements we discussed in the earlier section.eBch system, we give an
overview of the players involved in the system, hpwotected files are
assembled and how access controls are enforcedh&oequirement analysis,
we use a simple 3 point rating system for eachireauent, defined below. The
ratings are then used to compare different systesns| identify which
requirements are least satisfied by current DRMesys.

0: The requirement is not supported at all.
1: There is limited support for the requirement.
2: The requirement is supported in full.

The requirement analysis is done with respecteédtRM system itself and
what is possible with the DRM system, and not whaixpected by consumers
or consumer organisations. Certain requirement&ldo® considered fully met
in design but have no support in implementationgshése cases, we often score
the systems as limited support, especially if thecigions behind non-
implementation are driven by the vendor’s busimasslel and practices; and
not because of adequate market demand. Due to spas&aints, we present
only one consolidated table with our ratings intisect.5.

4.1 AppleiTunesMusic Store

In March 2003, Apple Computers debuted the Applends Music Storel
which allowed customers to download individual nousacks for 99 US cents,
and whole albums for US $9.99. Within one year,nd@s Music Store had
become the dominant online music store, selling 6@emillion songs [23] and
it currently commands the majority of legal onlimeisic downloads [28]. With



over 2 billion downloaded songs, 50 million TV epies and 1.3 Million movie
downloads, it can be considered to be the mosesgtud DRM system [15].

Apple’'s iTunes Music Service is a proprietary sgst@and the details we
present below are compiled from the user documentairovided by Apple
[13], and from some well known compromises of thestam — Playfair
(subsequently renamed Hymn) [1][4][5] and PyMusiqi#][47] and its
successor SharpMusique [29].

411 Brief Overview

iITunes DRM system can be considered as a set osemaces. Initially,
iTunes started as a music player system for AppdeiMosh, and later became
the interface between the Apple Macintosh and theitable music player, the
iPod. iTunes (the software) has evolved to beconwraprehensive media
player, and is available on Microsoft Windows anppke Mac OS operating
systems. The second part of the system is the sTvhesic store, which sells
music, audio books, movies and TV episodes. Allimedld on the music store
is protected by the Apple DRM system known as HayrRvhich is the focus of
our discussion.

When a user first registers in the iTunes Musia&ta digital certificate,
including a key, is generated for that machine.MWlkeve that this certificate is
signed by the iTunes Music Store. Currently, ther eain register five machines
in total, which would all carry the same digitalrtffecate. It is possible to
deregister the machine (thereby removing the kesnfthe key store), but it is
not possible to register beyond the maximum — af/émose machines are no
longer registered.

When protected data (currently music and videtjaissferred to a portable
device (currently only the Apple iPod is supportethie digital certificate
associated with the data is also transferred.thiésefore possible to utilise data
from different users on the portable device.

There are no other keys or digital certificatesolmed in the iTunes Music
Service, and thus Apple manages to keep a very d¢ighirol over the chain of
trust. However, the short chain (only two typeske¥s) introduces its own
problems, primarily with regards to portability. ibg the primary key (on the
iTunes service) provides no user authenticatiord #rus any data that is
protected with the key is accessible to every teggsl user. Thus, the iTunes
service utilises the user key to protect contesfjuiring user authentication to
access data. This means that portability betwekereint users is not possible;
a limitation which will affect every user who reashtheir maximum limit on
registered computers.

A flaw in the system, uncovered by PyMusique, iattthe protection of
content does not occur on the iTunes server; praklymbecause it would
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require the iTunes service to keep track of allkégs. Instead, the protection is
only applied once the data is downloaded to theistegd computer.
PyMusique and SharpMusique took advantage of kg, fand interacted with
the iTunes music server directly, but did not pcbtthe data once it was
downloaded.

In late 2006, the protocol used by iTunes to irdersith iTunes Music
Store changed, and SharpMusique no longer worKs &8nn (also known as
PlayFair) is a more direct attack on the servichens the user's key is
recovered from the portable device and used toygethe protected content.
Once the data is decrypted, the user can do wagptrsh with the content.

412 CoreRequirement Analysis

FairPlay cannot be considered a complete DRM systiésn primary
protection relies on secure distribution, which hiready been compromised.
Furthermore, the user identity system is basic,tawddifferent users cannot be
accommodated on the same iTunes system directlg fibssible to cater for
two different users if they use different user pesf on the consuming
computer’s operating system). Furthermore, evenghaoApple is introducing
iTunes enabled media into other areas of the hdmmigh products such as
Apple TV2, mechanisms to manage device or userpgrao not exist. And
even though music is sold as albums, songs aretigfity treated as individual
and not as a group of resources. This could betaltlee fact that the system
does not make use of any licensing structure. Raiartof rights is also poorly
supported, and only allows the complete revocatibuser’'s rights and not
selective revocation. The rights profile can beatpd (and have changed since
the inception of the store), but requires an uptiatthe iTunes software, and
users who do not update their software do notlgetipdated rights profile.

4.1.3 Usability Requirement Analysis

Portability is often seen as a major consumer prablvith DRM and
FairPlay scores interesting ratings with respeds pbrtability. FairPlay
currently does not have any time shifting restoitsi imposed on the user —
once the user downloads a song or video clip, dagyrender it however often
they wish. The subscription model, which requiregtshifting is not supported
in FairPlay, although rumours of such as a serkimee been reported by the
media [22][31]. Since we do not have access toiatgynal documentation on
FairPlay, we assume that Time Shifting is simply sopported, and future
support will require an update of the iTunes servic

FairPlay is openly acknowledged as a DRM wrappers there is no reason
why multiple format types cannot be accommodatedyly format conversion
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cannot be performed between these different formdtsvever, only two
formats are currently implemented: AAC for audial &Quicktime Video for
video. Likewise, limited platform portability is pported through the evidence
of support for different operating systems andiBa, but the support remains
tightly controlled. Space shifting however is walipported.

Apart from Offline Usage, where FairPlay does nequire any Internet
connection other than for initial acquisition of diee other usability
requirements are not catered for by FairPlay. iSudwes not support delegation
of rights, and the lack of licensing structure neetrat there are no fine grained
access controls. With the tight integration of i€arsoftware, other applications
are ignored and the iTunes music store claimsitltiies not track or monitor
usage of protected works.

4.1.4 Legal and Social Requirement Analysis

While it is well known that the iTunes Music staa@ls media to the general
public, the exact legal position of the store idest unknown, and has attracted
legal attacks in some countries like Norway [46hiatn would like to force
portability of FairPlay beyond the iPod. If iTunsslls media under copyright
law, then a number of functions allowed under cabyrare not permitted and
that means it can be considered as illegal. B iinder a licensing system, then
do they fulfil the requirements necessary for codirlg valid contracts? Thus,
with an unclear and unknown legal position, it esoa O rating for the legal
framework rating.

iTunes Music store is very transparent in identifyiall the restrictions
placed by iTunes, but does not provide much detathow much personal data
is collected (sales records etc) or if data isedated to keep track of general
trends. Apple does have a comprehensive privadgyp@nd is easily available
to all users [14], and thus our higher score. Bmatudies have shown that
battery life of portable media players diminishestér when playing DRM
enabled media when compared to non DRM enabledar{&@i, but that is
understandable considering the extra CPU operatiegsired to render the
media. Apple iPod had one of the lowest reportegtattation in performance,
and hence the full rating.

4.2 Microsoft Windows Media (WM)

Recent versions of Microsoft's Windows Media (WM)dio and Windows
Media Video were designed to compete with iTunessi®liStore and thus
feature DRM protection. Unlike Apple, Microsoft'sitial strategy was to
support multiple online music stores and multiptetable media players. But,
even though the formats are supported by one veddterent versions support
different features and are often incompatible. Eoft's first release, Windows
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Media 9, did not support automatic time shiftingoiex and was confined to
online connectivity only [33]. This was solved insabsequent release, “Play
For Sure”. This is possibly the most widely usedsian, and is supported by
many device manufacturers and online music stdviese recently, Microsoft
released yet another specification, which is incatibpbe with “Play For Sure”,
and geared towards its own portable device plagane [2][50]. With this
strategy, it seems that Microsoft is trying to eatell Apple’s tight integration
strategy.

In this section, we primarily discuss “Play For &uralthough all three
versions use a similar architecture. Like iTunesindbws Media is a
proprietary solution, although there is a lot mdoeumentation available on its
operation than iTunes’ operation. We use documientaéleased by Microsoft
[37][41][34][35][45][36][44] and reports on the laking of the protection
(through a tool FairUse4WM) in [21] and the orididetails posted in [25] and
an earlier attack using a tool DrmDbg [24].

42.1 Brief Overview

Unlike Apple, Microsoft has chosen not to contrbk tdistribution and
licensing components of the DRM system. Furthermbeeause the playback
libraries can be licensed, theoretically, playbeckossible in a wide range of
platforms and devices.

One of the key features of the Microsoft approacthe default support for
super distribution — it does not matter how thestwner acquires the media, but
to access the media, the consumer will requireentie. However, the licenses
are non transferable, and usually tied to the devithis approach severely
limits portability, as consumers cannot use mudtiglevices even if the
consumer owns these devices.

Unlike iTunes, DRM protected media files are enteygp before
distribution. The key to access these files argidiged through the use license.
Licenses also carry a revocation list of consumilayices that should be
refused access to the protected media. Becausicémses are locked to the
consuming device, there is no need for user autiaiun. Unfortunately,
neither the public documentation nor the breakdaid conclusively whether
the use license itself is encrypted.

The documentation does confirm that the use licerase signed by the
licensors. The licensors’ root certificates in thawve to be signed by Microsoft
directly. This means, that while, Microsoft may rmmntrol the entire DRM
value chain, they still control the chain of truBhis also means that Microsoft
ultimately can decide which licensors to trust, aad refuse licensors a signed
certificate, thereby refusing them access to etitise Windows Media DRM
system.
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Like Hymn, FairUse4WM (based on an earlier attacknDbg) is a direct
attack, extracting the key(s) from the licenses tir@h extracting the content
from the protected package.

4.2.2 CoreRequirement Analysis

Since protection offered by WM is not distributidependent, it offers a
more persistent access control protection. Howdier,iTunes FairPlay, there
is no provision for individual user identity, antstead user identity is replaced
by device identity. Also, like iTunes FairPlay, thas no provision to identify
groups of devices, resources or users; and rewocafi rights is tied to the
device, and not individual rights or resources.ikinliTunes FairPlay, WM
does make use of use licenses and these use Bcaresauthenticated through
the digital signature of the issuer. However, thdoes not seem to be any
mechanism to verify the authenticity of the iss(venether it is still trusted for
example) or whether the license issuer can diffenfthe actual packager of the
media (i.e. can an artist package the media hingekrand then use music
stores to market and sell licenses?). Rights canpiated through the issuing
of a new license, but we are not aware of any meidiee that supports such a
practice. Since current revocations are based viteleather than license, we
are not sure if license revocation is possible.

4.2.3 Usability Requirement Analysis

Initially, WM was used exclusive in subscriptionsiness models, and thus
time shifting was a key feature, although this ially required online
connectivity. Like iTunes FairPlay, WMuses a wrappgad thus it potentially
can support other media formats. However, no dthptementations exist, and
thus cannot be verified any further. Unlike AppMicrosoft has been more
liberal in allowing WM to be incorporated into othdevices and platforms.
However, the recent change with Zune, and becalueedact that Microsoft
can still refuse to license to any vendor they ywgé have lowered the platform
shifting scores. Since WM is based on a set oétibs, it is possible to render
media on compatible software that makes use ofittharies, although not all
applications may work. Because media licenses angcel specific, space
shifting is not possible under most schemes.

Even though WM does feature a licensing mechartisenlack of individual
users make fine grained access control difficultd athis difficulty is
compounded by a relatively small set of accessrabptimitives. Without user
identification, delegation is also not possible. Wides support tracking and
monitoring support, but the extent is not documéngéend both “Play For Sure”
and Zune versions support offline usage.

14



4.24 Legal and Social Requirement Analysis

As with Apple iTunes FairPlay, there is no legattamty to the legal
position of online media stores using WM. Furthemmdecause individual
media stores set their own privacy policies, amrtbwn disclosure rules, we
cannot rate these factors. With regard to perfoomaand battery life, the
reviews mentioned earlier found that WM enabledickss fared the worst,
losing battery life up to 25% faster [30]. Thissignificantly higher than the
iPod and thus our lower rating.

4.3 Microsoft Rights Management Services (RMYS)

Microsoft's Rights Management Services (RMS) is RMDsystem geared
for the enterprise, and is the only DRM system veeaavare of that has access
control support in the operating system kernelhis section, we examine the
effectiveness of RMS as a general DRM system. RM&Iso a proprietary
solution, but like for Windows Media, there is & tocumentation released by
Microsoft that can be used to examine the syste3i{38][40]. We have also
used Rosenblatt's comparative analysis of RMS anthéntica ARM [48] to
confirm our own analysis. However, unlike WM andifies FairPlay, we do not
know of any compromises that can reveal any additicnformation on RMS’
operations.

431 Brief Overview

RMS can be used to protect any type of data, affhoits user
authentication design has meant that it is usadasily for intra-enterprise use.
Like Windows Media, RMS does not have any restidion distribution, but
cannot really be super distributed. Although the lisense is distributed
separately, the restrictions on which user(s) gar groups) can access the data
is linked to the data itself. Thus, it is not pbésifor a user to acquire a license
for the data, if they do not have preallocated s&ce

To use RMS in an enterprise, the enterprise must fset up an
infrastructure of trusted entities. At the coretto$ set-up is a local certification
authority that can create other trusted entities.tRkis purpose, RMS requires a
server (running Windows Server 2003) to be enrodledh trusted server. Like
with Windows Media DRM, this server requires itbfic/private key pair to be
signed by Microsoft directly, through its RMS Sar&nrolment Server. Once
this is done, the server can act as a certificatboaity for the enterprise, and
enrol other servers (license servers, active dirgdor authentication and other
certificate authorities), client machines and usergertified entities. The local
trust server does not need to be connected to #ohimes once they have been
enrolled as trusted entities.
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Client machines require the installation of a RM§$emating system
component (which enforces some of the license tiond) and RMS-aware
applications which can interact with the RMS opetsystem component.
RMS-aware applications can assemble and use pedtdeta.

4.3.2 CoreRequirement Analysis

UnlikeWindows Media, RMS does feature user idecdiion through the
use of Microsoft Active Directory or through Pasdptlsing Active Directory
also allows the enterprise to regulate usage tlirdng use of groups or roles.
However, the use of Active Directory does mean thate is little scope for
portability outside the enterprise, as any such smexa would require the
external systems to be within the trust realm dreduser identities have to be
integrated with the enterprise’s Active DirectoRassport is not really a viable
choice considering its poor security history [1dpre recent versions of RMS
also allow for authentication through X.509 cectiies, but the addition of
other identification mechanisms during deploymenat possible. The trusted
realms allow for device identification, but do redem to cater for grouping
devices under different security levels or categgori

RMS enabled data itself does not have versioningrebby default, thus
there is no way to distinguish between differensians of a document without
opening the document. This has potential for prokléf a user is allowed to
access one version but excluded from the otheroreffor example the user is
allowed to access version 1 but not version Zhdfuse license is not forced to
be renewed, then the user should be able to caenéincessing both versions.

The use of dual licenses (an embedded licensetiétdata, and an external
use license), both of which are required, is purgliespecially as it thwarts
easier portability, rights revocation and renewakxgtension of license terms.
For example, update of rights is allowed, but rezpiithe document to be
repackaged with the new conditions and then rebliged to the recipient. Even
with high speed networks, this can be impractieapecially considering the
size of certain documents such as high resoluti@gées or presentations.

4.3.3 Usability Requirement Analysis

Space shifting is easily possible, as the use diegm@re not tied to specific
devices, and because RMS does not specify forrf@atmat shifting is only
hindered by applications implementing RMS. Timeftslg is also possible.
However, platform shifting is not that easy, aseijuires Microsoft to support
RMS in the target platform, and requires applica&im the target platform to
be RMS enabled. Thus, we have to score RMS low latfopm portability
especially if one considers the fact that Microsiises not support RMS on
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every version of Windows (even if legacy operatsygtems such as Windows
98 are excluded). RMS can be integrated with angliegiion, but every

application requires be patching or upgrading tabém even the basic
protections like read and write, which cannot béoeed by the operating
system. However, the use of application supportsdakdow for very fine

grained and flexible access control specificatiwhgch can control any part of
the application behaviour. Rights can be delegabedl it requires the

repackaging of the protected media, which could edpensive operation
considering the size of certain documents sucheseptations.

RMS has a comprehensive tracking and monitoringegsysand it can be
configured to handle various levels of data. O#linsage is possible, but
depends on the flexibility of Active Directory oragsport to enable offline
usage.

4.3.4 Legal and Social Requirement Analysis

Unlike media DRM systems, enterprise DRM systenss @1 a sounder
legal footing, as they regulate the control of cogbe data, often within a
closed boundary. However, it is unknown how souneirtlegal footing is,
especially when one considers different legislaianth regards to employee
privacy, monitoring of employees and employee actesnformation. In terms
of transparency, there are no clear mechanismstableshing the extent of the
protections placed on the data without applicateupport. There is no
performance data with RMS, thus it cannot be rated.

4.4 Adobe Document Security

Adobe’s DRM system was one of the earliest implesat@ns in the
consumer space. Originally (and still) used for Bels eBook format, Adobe’s
DRM system is now also available to enterprisesikdrsome of the DRM
systems mentioned previously, Adobe Document Sicprovides protection
for only one file format — PDF. But, the DRM systésnthe only system that
can claim to support a wide range of platformsmrportable devices to
different desktop architectures and operating systd he details of the system
are summarised from public documents published dhgbg [9][6][7]-

44.1 Brief Overview

Adobe’s DRM solution has two components — a setwecreate secure
documents, and Adobe’s popular PDF rendering agupdie: Acrobat Reader.
Note that, not all versions of the reader can acpestected files, but Adobe
does have capable readers for a number of diffedatfiorms. Documents are
encrypted using symmetric keys, and these keygmtected in the license
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using the user’s public key. The user’s private &eges as the authentication
mechanism, as well as the means to extract the symenkey to decrypt
content. It is therefore possible to use superiligion since use licenses are
separated from the content.

Adobe does not retain control over the chain dfttruAcrobat Readers are
capable of installing new certificate authoritiaad trusted users; which means
that there is no reason to enforce any restrictionsreating secure documents.
Adobe’s approach does have one flaw — there isestriction on the user
distributing multiple copies of his/her private kewcross the Internet; thus
allowing more than one person access to the peatedata. To counter this,
Adobe’s system allows for tracking usage and acckt® protected data.

4.4.2 CoreRequirement Analysis

Access control is not governed by the distributibthe data, and access to
protected data is not confined to a defined boundard thus persistent access
control is achieved. The system does not regulatecd management, and
while digital certificates provide user identity ntml, this control can be
replicated and does not provide any advanced tyesytstem functionality such
as groups or roles. Revocation of licenses, ormged; is virtually impossible
as the licenses can easily be replicated and esstbrevoked. The system does
have mechanisms to update rights through issuing litenses (which most
probably invalidate existing licenses).

4.4.3 Usability Requirement Analysis

Adobe provides protection on only one document &irm PDF, and thus
provides no means for format shifting, without limgs the protections.
However, the system scores very well on other pditiafactors such as time
shifting, space shifting and platform shifting. Bese almost any document
type can be converted into PDF, the system providegasy integration to
existing systems; although the rendering is reastli¢co only one application.
The system provides for restricting any functioyalprovided by Adobe
Reader, and thus scores well in this respect.

444 Legal and Social Requirement Analysis

Unlike media DRM systems, enterprise DRM systenss @1 a sounder
legal footing, as they regulate the control of cogbe data, often within a
closed boundary. However, how sound their legaltifgois, is unknown,
especially when one considers different legislaianth regards to employee
privacy, monitoring of employees and employee asc&s information.
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Furthermore, Adobe Document Security can be usedrasdia DRM system,

but then the system’s legal footing needs to beméxed in terms of the

implementation. In terms of transparency, Adobedeeaan easily display all
the restrictions placed on the data. There is mtopeance data therefore this
cannot be rated.

45 Consolidated Ratings Summary

The consolidated ratings summary for the systessudsed in this paper is
detailed in Table 1.

Table 1. Summary of our requirement ratings for the varibiRM systems which we
discussed in this paper

Requirement iTunes| WM | Adobe | RMS

1 | Provide Persistent Protection 2 2 2 2

2 | Represent User Identity 1 0 1 2

3 Support Multiple User Authentication 0 0 0 1
Protocols

4 Repr_esent and Authenticate Resouilce n/a n/a n/a 1
Identity

5 Reprgsent and Authenticate Device > 0 0 >
Identity

6 Represent and Authenticate User 0 0 0 2
Groups

7 Represent and Authenticate User 0 0 0 2
Roles

8 Represent and Authenticate Resource 0 0 0 0
Groups

9 Represent and Authenticate Device 0 0 0 0
Groups

10 Represent the Authorisation (Use 0 > > >
License)

11 | Authenticate the Use License 0 1 2 1

12 | Support User Duties 0 0 0 0

13 | Revocation of Rights 1 1 0 1

14 | Update of Rights 1 1 2 1

15 | Time Shifting 0 2 2 2

16 | Format Shifting 1 1 0 2

17 | Space Shifting 2 0 2 2

18 | Platform Shifting 1 1 2 1

19 | Integration with Existing Applications 0 1 1 0
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20 | Delegation of Rights 0 0 0 1
Fine Grained and Flexible Access

21 Control Specification 0 1 2 2

22 | Tracking and Monitoring 0 n/a 2 2

23 | Offline Usage 2 2 2 1

24 | A Legal Framework for DRM 0 0 1 1

25 | Transparency 2 n/a 2 1

26 | Privacy and Anonymity 2 n/a n/a n/a

o7 Do Not Alter Platform Functionality > 1 n/a n/a
and Performance

5. Conclusions

In this paper we have discussed 27 requirements fgeneralised DRM
systems, which we have drawn from a broad numbdiffgrent sources. These
requirements are categorised into three categattes.core requirements for
access control, usability requirements and the kga social requirements. We
have discussed each requirement in detail, togethdr our motivations
regarding their importance in DRM systems. As thgories imply, not all of
the requirements are necessary to achieve peiseteass control, but, these
additional requirements provide a greater usabdityhe DRM system for all
the parties involved.

We also evaluated four different DRM systems, anol matings are
summarised in table 1. We focused our analysisoan dasily the systems can
be used as general DRM systems instead of focusmgthe consumer
evaluation of DRM systems, as Mulligan et al. did42].

Our analysis shows a few clear general issues:

1. DRM systems do not focus on users and thus hawepgar user-
management systems. Microsoft RMS is designed moerprises
and is the notable exception. User management isruaial
component of access control and the lack of usemagement
shows the immaturity of most of these solutions.

2. Using device identity as the base for identity nggmaent is clearly
the popular approach, despite the fact that usersamd operate a
number of different devices; and in fact a singkvide can be
owned and operated by multiple users. The use wateeroups
have been ignored even when the vendors of the Bigéfems
market a number of different devices capable ofleeng protected
data. Furthermore, electronic devices often hawartslfespans
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(when compared to analogue media) but restrictmnspace and
platform portability severely hamper the user eipare.

3. Revocation and change of access rights is also riaoptoin any
access control schemes; and DRM systems have gagbesupport
for both of these. DRM systems currently revokarerdevices or
users instead of focusing on individual resourees] in the long
run this is not a sustainable strategy.

4. Vendors of DRM systems do not advertise, and phssib not
understand, the legal and social requirements Heir tsystems.
Vendors like Microsoft who want to license theis®ms need to
set up clear guidelines on what consumers expech fDRM
protected media.

We believe that a successful DRM system needsdecessfully address all
the requirements we have outlined. Unfortunatedyywva summarised in table 1,
none of these systems have satisfied more than 6D%e requirements
completely. One of the major benefits of the eviaduaframework we have
presented, is that we can track the progress okrumand emerging DRM
systems as they evolve.
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